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Abstract 

Using EEG signals for person authentication purposes provides distinctive benefits of a new type of 

biometrics that requires the users to be alive when recording, and that are unintrusive, impossible 

to observe or intercept and impossible to mimic. However, EEG signals are known to be sensitive 

to many factors such as user's different emotional states, user's experience toward stimuli, human 

characteristics, health condition and stimulant consumption. In this research, we focus on the sta

bility of EEG-based person authentication systems when users are in different brain states, which 

are caused by the aforementioned factors. 

First, a relatively comprehensive investigation on the stability of EEG-based person authentica

tion systems is addressed when users are in different brain states, which are caused by mental states 

with two common instances, namely emotional states and experience toward stimuli. 

Secondly, the research further investigates how stable an EEG-based person authentication sys

tem can produce "EEG passwords" repeatedly when users have different health conditions, different 

stimulant consumption and human characteristics. Based on that, the research finds out which 

EEG patterns related to particular brain states are better for an EEG-based person authentication 

system. Also, it introduces some ideas based on the experimental results, for designing a real-world 

EEG-based person authentication system that is not only stable and highly secure but also comfort

able for the users. 

Evaluation experiments performed on the benchmark datasets such as DEAP, Australian EEG 

and Alcoholism show that the proposed method is promising. 
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Chapter 1 

Introduction 

Protecting data and resources from being disclosed to unauthorized people has always been im

portant because leaking sensitive information can sometimes cause irretrievable damage. While 

biometric-based authentication can provide a lot of benefits to security systems, the conventional 

biometrics for person authentication have been exposed to have their own drawbacks. Some biomet

rics could be captured and then be used for attacking. This vulnerability can be seen in face, finger

print, iris, and voice which can be photographed and recorded [Matyas and Riha, 2010], [Rathgeb 

and Uhl, 2011]. Another disadvantage is that most conventional biometrics do not support live 

verifying when users access the systems. Also, due to the nature of the limited sources, almost all 

conventional biometrics such as face, fingerprint, and iris are the same for different applications or 

systems that expose security concerns [Rathgeb and Uhl, 2011]. Those disadvantages require a bet

ter modality for person authentication purposes. Having been explored and studied for quite a time, 

electroencephalogram (EEG) signals have been exposed to be a potential biometric with unique 

advantages, which make them more robust when being attacked than other conventional biometrics. 

That is why using EEG signals for person authentication purposes has opened a novel interesting 

research direction with a large amount of publications. Many techniques have been proposed trying 

to build an EEG-based person authentication (EBPA) system, which mainly aim to ensure the best 

performance. However, EEG is known to be sensitive to many factors such as user's different emo

tional states, user's experience toward stimuli, human characteristics, health condition and stimulant 

consumption. Also, they can impact on the stability of EBPA system by creating non-repeatable 

pass-thoughts, yet the issue has not been comprehensively researched. This master research thesis 

addresses that gap by focusing on such an EBPA system, particularly on the stability when users are 

in different brain states, which are caused by the aforementioned factors. Also, it tries to find out 

which EEG signals corresponding to particular brain states are better for person authentication and 

tries to mitigate their negative impact on EBPA systems. Based on the knowledge obtained from 

the investigation, the research will enhance the EBPA system by introducing ideas for designing a 
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better real world application, which is not only more secure but also comfortable for the users. 

1.1 Using EEG signals for person authentication 

1.1.1 Unique advantages of EEG signal characteristics for person authen

tication 

EEG signals, the measurement of the electrical field generated inside the human brain when neu

rons are active, have exposed superior characteristics of a new type of biometric compared to the 

conventional ones. Having the popular advantages of conventional biometrics such as universality, 

distinctiveness, and collectability, EEG signal is a potential modality for person authentication due 

to some unique benefits as follows: 

1. It is confidential due to being genererated inside the human brain and corresponds to mental 

tasks. 

2. It is difficult to imitate because EEG signal is invisible subject-dependent. 

3. It is almost impossible to steal and forge due to being sensitive to emotional state so the users 

can not reproduce the same EEG signal under stress or bad mood. 

4. It requires alive person recording, which is a clear contrast to other modalities. In some seri

ous crimes, people may be harmed or killed to get passwords, tokens or other types of conventional 

biometrics such as fingerprint, iris or face but they can not do the same to get EEG signal. 

Having the above unique advantages, applying EEG signals for person authentication in real world 

applications has become an interesting topic for the research community recently [Campisi and 

La Rocca, 2014], [Kaur et al., 2017]. 

1.1.2 EEG-based person authentication system 

Although having the same main components, person authentication and person identification have 

some differences in purpose and operations. An EEG-based identification system tries to consecu

tively match the claim credentials with each model in the database to find out who they are; while 

an EBPA computes the matching value between the credentials provided with the model stored in 

the database of who he/she claims to be, to answer the question if it is true or false. In the authen

tication process, both biometric information and ID need to be provided. The system will verify if 

the person is the actual user that he/she claims to be or not by comparing the input biometric to the 

stored model of the claimed user in the database. On the other hand, in the identification process, 

only biometric information is required and the system will compare the input data to stored models 

to identify the user [Brown and Stalling, 2015]. 

An EEG-based person authentication system has two phases including enrollment and verifica

tion, and each of them consists of three main steps namely: preprocessing, feature extraction, and 
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Claimed ID 

EEG signals 
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processing 

Feature 
extraction 

(a) Enrolment phase 

Pre
processing 

Feature 
extraction 

(b) Verification phase 

Model building 

Threshold value 

Matching score 
calculation 

Accept/Reject 

Figure 1.1: EEG-based person authentication system. 

classification as seen in Fig 1. 1. 

Models database 

In the enrollment phase, each user is required to perform tasks such as imagining moving a part 

of their body, calculating, or reading, etc ... while elicited EEG signals are recorded. The obtained 

EEG data are preprocessed to eliminate the artifacts. Then, only useful information is calculated as 

features by a feature selection algorithm. Those features are concatenated to form feature vectors, 

which are then used to train the model for that person using a classification algorithm. This model 

is stored in the database securely. 

In the verification phase, accessing the system requires the user to repeat the same task that was 

performed in the enrollment phase. The EEG data corresponding to that task is then preprocessed 

to remove the noise and contamination as much as possible. After that, the features are calculated 

similarly to the enrollment phase. The obtained features are then put into a classifier to compare 

with the model of the claimed user, which is stored in the database, to calculate a matching score. 

The system will decide to accept the genuine clients or reject the impostors based on a predefined 

threshold and the matching score. 

1.2 Different brain states and the impact on the stability of 

EBPA system 

Brain states are "patterns of synchronous neural firing, which reflects the electrical face of the brain" 

[Brown, 2006] and a brain state can be described by an omniscient observer that could show which 

neurons in the brain are active and how they are active. As mentioned above, EEG signals are the 

measurement of the electrical field generated over a human brain at a given time. According to K. 

Revett, they are the "result of synchronously fired billions of neurons oriented towards the scalp" 

[Revett, 2008]. Thus, it can be seen that EEG signals reflect brain state and any changes in brain 
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state may elicit different EEG signals. 

Although nobody has yet come up with an uncontroversial definition about brain state or an 

obvious distinction between it and mental state, it is said that these two concepts are parallel to each 

other. Each mental state corresponds to a brain state. It is noted that when an individual mentally 

changes, it causes the changes of the physical condition in your brain ([Aaron Rivera-Dominguez, 

2015]). Mental states are said to be the states of mind or mental conditions and they may consist 

of emotion, memory, judgment, thinking, perception, volition, etc. The changes in any of those 

components, therefore, may create different brain states. 

With the wide scope of brain state mentioned above, brain state may be affected by not only 

mental state but also by many other factors. The other factors that have the potential to cause a 

change in human brain may include time, the individual's health condition, stimulant consumption 

and human characteristics. That is the reason why researchers in EEG signals always try to balance 

the population in proportion to gender and age, and choose participants who are healthy and do not 

consume stimulants exceedingly, in order to get more comprehensive experimental results. Based on 

existing literature, healthy and epileptic condition, coffee and alcohol, age and gender are the most 

typical instances of health condition, stimulant consumption and human characteristics, respectively. 

Any changes in one of those components may cause an impact on the human brain and thus, 

elicit different brain states. EEG signals reflect all that is happening inside the human brain. 

Consequently, using EEG signals for person authentication purposes could be impacted by these 

changes. 

1.3 Problem statement 

The research aims to address the following gaps in current research on security systems and EEG

based person authentication which itself involves the stability of the system. 

The existing literature has highlighted the fact that EEG signals and brain states have a very 

close relationship. Changes in brain state have been shown to be a cause of performance variation 

of EEG-based biometric systems ([Phung et al., 2014], [Pham et al., 2015a], [Vahid and Arbabi, 

2016]), but the impact of different brain states on EEG patterns for person authentication has not 

been systematically and thoroughly analyzed to support the hypothesis. Very little work has been 

analyzed on the potential impact of EEG signals which are elicited in different brain states in general 

and EBPA system in particular. EEG signals are the measurement of electrical fields generated in 

a human brain when neurons are active. Brain states are considered the physical-chemical circum

stances of the brain or situations occurring inside the brain at a certain time. So, EEG signals 

reflect the brain state and any changes of brain states may elicit different EEG signals. In real-life 

EBPA applications, a user may experience different brain states while performing mental tasks to 
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elicit EEG-based credentials to log in. How would the EEG signals generated in those varied brain 

states affect an EBPA system's performance? Which EEG patterns related to particular brain states 

are better for an EBPA system? How can we mitigate the impact of EEG patterns' sensitivity to 

emotions on an EEG-based person authentication system? 

As mentioned above, brain states may be affected by mental states and many other factors. Any 

changes in one of those components may affect brain states and thus cause a change in EEG signals. 

The value of understanding the influence on EBPA systems of EEG signal changes caused by those 

factors is significant, but has not yet been sufficiently studied. Also, it evidently requires a solution 

to reduce the impact of the aforementioned factors to create a not only high security but also stable 

EBPA system for real world application. 

1.4 Purpose and goals 

As aforementioned, the research focus was on the stability of the performance of EEG-based per

son authentication system when users are in different brain states. The following questions were 

addressed in this research: 

1. What is the impact of different brain states ( caused by different mental states and other 

factors) on the stability of EBPA system through EEG signals? 

2. Which EEG patterns related to particular brain states are better for an EEG-based person 

authentication system? 

3. How can researchers mitigate the impact of different brain states on the stability of an EBPA 

system? 

1.5 Proposed research methodology 

The research developed the literature review to survey what has been done in this area and to study 

how EEG-based person authentication systems work and in which phases EEG signals in different 

brain states can affect the performance of the EBPA system. Based on the literature review, the 

method is developed by choosing the most suitable technique that can effectively measure the impact 

of different brain states on the performance of the system. After that, EBPA systems that use EEG 

signals in different brain states as the input for the enrolment phase and verification phase are built, 

and experiments implementing the proposed method are conducted to evaluate the performance of 
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the systems. The experimental results are analyzed and the achieved performance of the systems 

when users are in different brain states and different scenarios are compared to evaluate the impact 

of mental states and other factors on the EBPA systems. Also, the research looks for the reasons, 

neuropsychological evidence, and other publications to support and explain the experimental results. 

Based on the outcomes, the study will find the best EEG patterns related to particular brain states 

for EBPA systems and introduces ideas to mitigate the negative impact in order to design better 

real world EBP A systems. 

1.5.1 EEG-based person authentication system in different brain states 

In order to investigate the impact of people's different brain states on the stability of EBPA systems, 

we propose to consecutively input EEG signals when users are in different brain states to EBPA 

systems as illustrated in Fig.1.2. 

Person ID 

EEG signals in different 
brain states 

Claimed ID 

EEG signals in different 
brain states 

Pre
processing 

Feature 
extraction 

(a) Enrolment phase 

Pre
processing 

Feature 
extraction 

(b) Verification phase 

Model building 

Threshold value 
\V 

Match ing score 
ca lculation 

Accept / Reject 

Model database 

Figure 1.2: The proposed model for person authentication in different brain states 

Different from a general model, in this model, EEG signals of a person, that are used to train the 

models and to verify that person, are in different brain states. We use each brain state for training 

and consecutively use the same or other brain states for testing and vice versa. The EER of the 

system in each scenario will be calculated, analyzed and compared to see how much the system's 

performance is changed when users are in different brain states and which states give the most stable 

and accurate rate. 

1.5.2 Research focus 

Based on the literature review and the knowledge of potential factors, that may have an effect on 

the changes of brain states and thus may elicit different EEG signals, my thesis studies all those 
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potential factors by examining some typical instances for each factor. Although time has a great 

potential impact on brain states, I exclude it in my research because there has already been sig

nificant publications looking at it. Therefore, my research focuses on the impact of different brain 

states which are caused by mental states and three other factors including human characteristic, 

user's stimulant consumption and user's health condition. 

For mental state, we will look at the impact of the most two typical instances, namely emo

tional state and user's experience toward stimuli. For the case when users are in different emotional 

states, each emotion is measured and described using a 3D emotional model with 3 dimensions of 

valence, arousal and dominance. We study three different scenarios where the model for a per

son is built and verified consecutively when that person is in different emotional states and baseline 

state. For user's experience toward stimuli, we choose liking and familiarity experiences and conduct 

all possible scenarios created from like/dislike, familiar/unfamiliar terms to investigate this instance. 

For the other three remaining factors, we choose two typical instances each to examine each 

factor. For individual characteristics, the group of young and old, male and female will be studied 

as the typical instances of age and gender. For user's stimulant consumption, coffee and alcohol will 

be chosen. We are going to compare the performance of EBPA system among groups who never dink 

coffee or alcohol with the groups who regularly drink it, respectively. Similarly, for user's health 

condition, comparison between groups of epileptic people and healthy ones will be implemented. 

Furthermore, because at any given time, a person must be in a particular mental state, it is 

more meaningful to investigate the impact of these individual factors within mental state. Thus, the 

research looks at the impact of some factors within mental state where possible. 

1.5.3 Feature Extraction and Classification Algorithm 

For feature extraction, the Autoregressive (AR) and Power Spectral Density (PSD) were applied 

following the recent publications with impressive results in EEG-based person authentication such 

as [Nakamura et al., 2018; Thomas and Vinod, 2018]. The AR model can be implemented for each 

single channel in which the value of the current sample is formulated by taking into account a number 

of its previous samples [Sanei and Chambers, 2008] while PSD can be calculated using the discrete 

time Fourier transform [Stoica and Moses, 2005]. 

Regarding classification algorithms, Support Vector Machine (SVM) and Support Vector Data 

Description (SVDD) are deployed since they are popular classification algorithms which often give 

good results in the vast majority of cases, such as in [Nguyen et al., 2013d] , [Armstrong et al., 2015], 

[Nakamura et al., 2018]. The SVM classifier has also been proved to be superior to other well-known 
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classifiers such ask- Nearest Neighbor and Random Forest [Thanh Noi and Kappas, 2018]. 

1.5.4 Datasets 

We have chosen 3 datasets to run our experiments, including Database for Emotion Analysis Using 

Physiological Signals (DEAP), Alcoholism dataset, and Australian EEG. These datasets have EEG 

signals measured when participants have different brain states and include useful information such 

as participant's characteristics, emotions, health condition, and how often they consume alcohol and 

coffee, etc.. The datasets have been widely used in experiments in previous studies. For example, 

DEAP datasets are explored in [Pham et al., 2015a] and [Vahid and Arbabi, 2016] while Australian 

EEG and Alcoholism datasets are used in [Phung et al., 2015], [Nguyen et al., 2017] and [Nguyen 

et al., 2018]. The approaches and findings of this thesis will be discussed and compared with those 

from these studies. The details of these datasets are presented in Table 1.1 

Table 1.1: List of datasets for experiment 

Dataset No of Subjects No of Trials Length(secs) 

DEAP 32 40 60s 

Alcoholism Dataset 122 120 ls 

Australian EEG 40 1 1200s 

1.5.5 Measurements and Evaluation 

A confusion matrix (as can be seen in Fig 1.3) is usually used to summarize the prediction results of 

a classification problem with the values of true positives (TP), true negatives (TN), false positives 

(FP), and false negatives (FN). Based on confusion matrixes, some popular measures are formulated 

to evaluate the classification model. 

The performance of an EBPA system is usually evaluated using a Decision Error Trade off curve, 

which is presented by False Acceptance Rate (FAR) on y-axis and False Rejection Rate (FRR) on 

x-axis. FAR (also known as False Positive Rate - FPR, or False Match Rate - FMR) occurs when 

the system accepts an impostor whereas FRR (also called False Negative Rate - FNR or False Non

match Rate - FNMR) occurs when the system rejects a true client. FAR and FRR are calculated 

based on confusion matrix by the following formulas: 

FAR= FP 
FP+TN 

FN 
FRR= FN +TP 
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Figure 1.3: A demonstration of confussion matrix. 

These two measurements can be controlled by adjusting a threshold, but it is impossible to 

exploit this threshold by simultaneously reducing FAR and FRR because these measurements are 

trade-offs, which means reducing FAR will cause an increase in FRR and vice versa. When the 

system has multiple DET curves corresponding with different input data, the value of Equal Error 

Rate (EER), that is the point on a DET curve where FAR and FRR are equal, is utilized to decide 

whether the smaller EER value or the lower DET curve both means the better system. An example 

of DET curves and EER can be seen in Fig. 1.4. 
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Figure 1.4: An example of DET curves. (Source: http://www.sic.rma.ac.be/ beumier/3D/3d.html) 
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1.5.6 Experiment design 

The experiment design in this thesis is summarized in the table 1.2: 

Table 1.2: Experiment design 

Data Frequency Classifiers Training/Testing 

length bands data selection 

Experience towards stimuli X X SVDD, SVM 60/40 

Emotional states X SVM 60/40 

Human characteristics X SVM 60/40 

Health condition X SVM 60/40 

Stimulant consumption X SVM 60/40 

1.6 Contributions and significance 

The research focuses on addressing the gaps in stability of EEG-based person authentication sys

tems. Person authentication is a very important issue because leaking sensitive information and 

resources to unauthorzised people, particularly on some special areas such as government, military 

and intelligence organizations can cause irreparable consequences. The research contributes to both 

security and EEG-based biometric systems as follows: 

Firstly, it provides a relatively comprehensive investigation on the stability of EBPA systems 

when users are in different brain states, which are caused by mental states and other factors such as 

users' health condition, users' stimulant consumption, and users' human characteristics. This plays 

an important role in EEG-based biometric systems because EEG signals are known to be affected 

by brain states and any changes in brain states may elicit different EEG signals. 

Secondly, the research finds out which EEG pattern related to particular brain states are better 

for an EBPA system. 

Thirdly, the research introduces some ideas based on the experimental results, for designing a 

real-world EBPA system that is not only stable and high security but also comfortable for the users. 
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1. 7 Limitations 

Due to the limited time for a master course and lack of available datasets, the research has the 

following limitations: 

First, this research uses only typical types of modalities, features and classifiers to measure the 

impact of different brain states on the EBPA system's performance. Some factors may heavily im

pact the system when using one specific technique but may have less influence when using other 

ones. More studies need to be done to find out whether other modalities, features and classifiers 

have influence on the relationship between brain states and the performance of the EBPA system. 

Secondly, to be more comprehensive, the impact of factors such as age, stimulant consumption 

or health condition should be tested with the same person at different ages; at different periods 

when they consume stimulant differently; or at different times when they are in a different health 

condition. 

1.8 The thesis outline 

The thesis consists of 5 chapters and is organized as follows: The introduction of the research 

context, the problems, the goals, the general method, the evaluation and measurement are presented 

in Chapter 1. Chapter 2 shows the literature review of EBPA system and brain state, the factors 

that may have an impact on brain state and thus affect the stability of the EBPA system, and 

what has been done in this area. Chapter 3 focuses on investigation of the impact of different brain 

states caused by mental states including emotional states and user's different experiences toward 

stimuli on the stability of EBPA systems. It presents the details of the research methodology, how 

the experiments are implemented, the experimental results, the comparision with related studies 

and discusses the reasons and looks for neurospychological evidence to support the findings. It 

also introduces some ideas or solutions for designing a not only highly secure but also stable and 

comfortable EBPA system for real world application. Chapter 4 examines the impact of different 

brain states caused by other factors, including human characteristics, user's stimulant consumption 

and user's health conditions on the stability of EBPA systems. The structure of this chapter is 

similar with chapter 3 except it speculates on the other factors. Finally, chapter 5 concludes the 

thesis and introduces some potential research directions for future work. 

11 



12 



Chapter 2 

Literature Review 

In this chapter, relevant literature on EEG signals and using EEG signals for person authentication 

purposes is reviewed to provide a background on the components of an EEG-based person authen

tication system particularly in data acquisition, preprocessing, feature extraction and classification 

techniques. There is also a review of the main sources and factors that can cause stability concerns 

with EEG signals and therefore impact on the stability of the EEG-based person authentication 

system. The chapter is organized as follows: Section 2.1 introduces EEG signals and provides the 

background to generation, the main brain rhythms and the signal recording. Section 2.2 provides an 

analysis of EEG-based person authentication components with state-of-the-art techniques involving 

data pre-processing, feature extraction, and classification. The stability of EEG-based biometric sys

tems in different brain states and in different mental states and other factors is reviewed in Section 

2.3 and Section 2.4. 

2 .1 EEG signals 

2.1.1 EEG signal generation 

Nerve cells in human brains are structured by axons, dendrites, and cell bodies that contain ions. 

These ions are exchanged across the neuron membrane when the brain is stimulated by stimuli, such 

as light, electricity, and chemicals during synaptic activities to create the electrical impulse that is 

transfered along the axon [Obermaier et al., 2001]. The dendrites relay these signals to other cells 

and so on. When there is a large number of activated neurons, enough potential is generated and the 

electrical field can cover the surface of the brain. EEG signals are measurements of that electrical 

field over the scalp. The signal intensity is measured in microvolts (m V) and signal frequency is 

divided into some main frequency bands. 
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2.1.2 EEG signal frequency bands 

Frequency of EEG refers to activity that has a repetitive rhythm and is measured in Hz. There are 

five major frequency bands, including delta (0-4 Hz), theta (4-8 Hz), alpha (8-12 Hz), beta (12-30 

Hz), and gamma (>30 Hz). A summary of these bands is presented in Table 2.l[Abo-Zahhad et al., 

2016] while the examples of them can be seen in Figure ?? 

Comparison of EEG Bands 

~ 
Gemma; 30-100+ Hz 

~ 
Beta: 112...:SG Hz 

~ 
Alpha: 8-112 Hz 

~ 
Theta: 4-7 Hz 

K:;;zsJ 
Delta: o-4 Hz 

Figure 2.1: EEG major bands (source:http://psychedelic-information-theory.com/eeg-bands) 

2.1.3 EEG signals recording 

The structure of the human head contains different layers such as brain, skull, scalp and some thin 

layers between them. The electrical field can be degraded by these layers, so in order to measure 

EEG signals, a portable divice which consists of small metal discs coated with a silver chloride 

called electrodes is used. These electrodes are placed non-intrusively on the human scalp at special 

positions. The electrodes can be wet or dry and the number of electrodes of each EEG device varies 
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Table 2.1: A summary of EEG rhythms 

Name Frequency Band Dominant originating in brain activity 

Delta (8) 0-4 Hz deep and unconscious sleep 

Theta (0) 4-8 Hz some states of sleep and quiet focus 

Alpha (a) 8-12 Hz relaxation with eyes closed but still awake 

Beta (/3) 12-30 Hz normal consciousness and active concentration 

Gamma ('y) 30-100+ Hz stronger electrical signals in response to visual stimulation 

from 1 to 64. Their placed positions can follow the international standard 10-20 system [Sharbrough 

et al., 1991]. The "10-20" means that the actual distance from one electrode to the adjacent one is 

either 10% or 20% of the total distance from front to back or right to left of the skull. The positions 

are named using the first letter of the positions on the scalp including Central (C), occipital (0), 

Frontal pole (Fp), Parietal (P), and Temporal (T) followed by a number which is odd if the point is 

in the left hemisphere and even if the point belongs to the right. A subscript z (stands for zero) is 

used to mark midline electrodes. There are some other extension type systems for high resolution 

EEG measurement such as the 10-10 system (so called 10%), which was introduced by [Chatrian 

et al., 1988] or the 10-5 system ([Oostenveld and Praamstra, 2001]). An example of wearing an EEG 

device during a recording session can be seen in Figure 2.2. 

2.2 EEG-based person authentication system 

With the increase of advanced techniques, traditional modalities such as password-based and token

based as well as conventional biometrics like finger print, iris and hand geography have been revealed 

to be vulnerable and have some limitations in preventing unauthorized people from accessing data 

and resources. Leaking sensitive information to malicious people can often cause serious problems, 

especially in important areas such as military and intelligence. Addressing this problem requires 

better modalities for person authentication. Recently, the substantial research results in the brain

wave area have led EEG signals to become a potential new type of biometric. Moreover, brain

wave patterns correspond to particular mental tasks, and they are considered to be individualized 

passwords or pass-thoughts. Having the advantages of both biometric-based and password-based 

authentication, using EEG signals to verify if one is who he or she claims to be, has been extensively 

researched. 

There are a variety of proposed techniques which can be used for EPBA system. This section 

reviews publications that used these techniques categorised by the three main steps of enrollment 

and verification phases. 
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Figure 2.2: The demonstraion of using international 10-20 system for recording EEG signals ([Shar

brough et al., 1991]) 

Electroencephalogram (EEG) signals were discovered almost a century ago with early usage 

mainly in health and medical applications. It is a relatively new means for the authentication 

purpose, first introduced in the late nineties [Poulos et al., 1999]. In recent years, the increase 

of advanced techniques have made it easy to acquire EEG signals and the substantial research 

results in the brain-wave area have provided significant knowledge about EEG signals and led it 

to become a potential new type of biometric. EEG can be a potential modality because it has 

distinctive advantages such as being confidential, private, almost impossible to steal, fake or mimic 

and especially, requiring alive person recording. With all these benefits, as the result, EEG signal 

for person authentication purposes has both the advantages of password based and biometric based 

authentication. The prospect of applying EEG for person authentication purposes so that people 

can access a security system by just thinking a pass-thought instead of typing a password is feasible 

and thus it becomes an interesting research topic with promising preliminary results. A variety 

of EEG modalities, different features and many classifiers have been introduced to ensure the best 

performance of EEG-based person authentication systems. This chapter presents the literature 

review with relevant publications on EBPA systems to provide a background on the techniques used 

for EBPA systems focusing on the steps in the enrollment and verification phases. The related 

techniques in published EBPA systems are reviewed in the categories of pre-preprocessing, feature 
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extraction, and classification algorithms. 

2.2.1 EEG signals preprocessing 

EEG signals are known to be subjected to contamination from noise and artifacts; therefore, pre

processing is usually conducted to try to remove such unwanted components as much as possible. 

A variety of preprocessing techniques have been proposed of which band pass filter is one of the 

most popular and it has been proven to maximise the signal-to-noise ratio [Vallabhaneni et al., 

2005],[Pham, 2016]. Therefore, band pass filter technique is applied widely for data preprocessing 

in EEG-based person recognition systems. Recent publications in the field with the band pass filter 

technique can be seen as follows. 

In [He et al., 2009], the raw EEG signals of 7 subjects, who performed motion tasks, were filtered 

by a band pass 5Hz-100Hz filter to denoise data. In [Zuquete et al., 2010], the authors applied a 

30-50Hz pass-band using a 10th order Butterworth digital filter for pre-processing a EEG dataset of 

70 subjects after removing eye blinking artifacts by discarding the above 50 µ V signals. In [Yeom 

et al., 2013], a band-pass filter 0.1-lO0Hz was used for EEG data of 10 subjects who were stimulated 

by images including self-face and non-self-face ones. Filtering is also seen in [Gui et al., 2014] where 

a dataset of 32 participants was pre-processed by a 60 Hz low-pass filter to remove the noise from 

the major range of the EEG data. 

In [Ashby et al., 2011], a high-pass 2 Hz cut-off elliptic filter was applied to a dataset of 5 people 

performing different activities such as visual counting, geometric figure rotation, and referential limb 

movement. Particularly, the author conducted forward and reverse filtering to ensure the best pre

processing result. In [Safont et al., 2012], two filters were introduced for preprocessing the dataset 

of 50 subjects. First, a band pass filter with cutoff frequencies 0.5 and 70 Hz was used. Next, a 

narrow notch filter at 50 Hz was deployed to remove line contamination. In [Vahid and Arbabi, 

2016], the dataset of 32 participants, which was elicited by watching movies, was preprocessed us

ing a band-pass frequency filter from 4.0-45.0Hz. Also, the data was down-sampled from 512Hz to 

128Hz. In [Keshishzadeh et al., 2016], prior to the processing stage, the authors used a 14th order 

low pass Butterworth filter with a cut-off frequency of 40Hz to filter the EEG dataset of 104 sub

jects. In [Maiorana et al., 2016] recored EEG signals of 20 individuals were filtered between 1 and 

50 Hz. The similar frequency band range, from 2 to 50Hz, was applied in [Lee et al., 2017] where 

the authors used a finite impulse response (FIR) band-pass filter for the dataset of 30 people. In 

[Nakamura et al., 2018] the fourth-order Butterworth filter with the passband 0.5-30Hz was deployed 

before EEG signals were split into segments. Similarly, a first-order infinite impulse response (IIR) 

band-pass filter in the range of 0.5-50Hz was applied in [Thomas and Vinod, 2018]. 
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2.2.2 Feature Extraction 

Extracting useful information from acquired EEG signals plays an important role in an EEG-based 

person authentication system since these features carry the patterns for each person. EEG feature 

extraction can be conducted by using data from a single channel or multi-channels in time or fre

quency domains. Recent publications show that a variety of features have been investigated and 

applied to EEG-based person authentication. According to [Nguyen, 2015] and [Pham, 2016], Au

toregressive (AR) and Power spectral density (PSD) are the most common features for EEG-based 

person recognition systems; therefore, this study focuses on these features to investigate the stability 

of the EEG-based person authentication system. 

a) Autoregressive (AR) features The Autoregressive (AR) model can be implemented for 

a single electrode in which some previous instances of each current EEG sample Sn are taken into 

account for formulating the value of Sn [Sanei and Chambers, 2008]: 

p 

Sn = - L akS(n-k) + Xn (2.1) 
k=l 

where ak, k = 1, 2, ... ,Pare the coefficients, and p defines the filter order while Xn represents the 

white noise. 

b) Power spectral density (PSD) features 

Power spectral density (PSD) presents the distribution of EEG signal power over frequencies. Ac

cording to [Stoica and Moses, 2005], PSD can be calculated by the discrete time Fourier transform 

(DTFT) as follows: 

00 

cp(w) = L r(k)e-iwk (2.2) 
k=-oo 

where r(k) is formulated as 

r(k) = E{y(t)y*(t - k)} (2.3) 

and y(t) presents the signal in discrete time {y(t); t = 0, ±1, ±2, ... } 

A variety of studies have applied AR model and PSD as features. In [Poulos et al., 1999], Poulos 

et al. proposed a person identification method based on a parametric spectral of EEG signals. AR 

model order 8th were extracted from 1 channel (02) on alpha band using a dataset of 4 subjects in 

resting and eyes closed. Experimental results obtained a correct classification range from 72-84%. 

The authors stated that this result is consistent with their previous studies to prove that EEG 

signals carry genetic information. In [Paranjape et al., 2001],an AR model was used to examine the 

characteristics of the EEG as a biometric with a dataset of 40 subjects. EEG data was recorded on 8 

channels while subjects were in resting with eyes open (EO) and eyes closed. The authors used only 

one channel P4 as it typically contains the alpha rhythm to investigate AR models with the orders 
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varied from 3rd to 21st. The result showed that 100% of subjects are correctly identified when all 

data is used while the accuracy is over 80% when using 50% data for training and the rest for testing. 

The study also finds out the impact of AR model order on the classifying accuracy as stated: "the 

model order is increased from 3 to 21, the level of correct classification increases and remains high 

across an increasing number of subjects". Also, in [Abdullah et al., 2010],the autoregressive model 

was extracted from 4 channels C3, P3, C4, and P4 for person identification using a dataset of 10 

participants resting with eyes open and eyes closed in 5 different sessions over the course of 2 weeks. 

The order of the AR model was tested from 3rd to 2l8t. Different experiments were conducted using 

eyes closed and eyes open data separately in 1 channel, a combination of channels, and all 4 channels. 

The authors observed that eyes closed EEG signals in 4 channels gave the best recognition rate of 

97%. 

Not only applying to resting state EEG signals, AR could also be applied to EEG data which 

1s elicited by different protocols. In [He et al., 2009], AR models were investigated for person 

authentication purpose using EEG signals from 7 participants performing motion related tasks. 

After preprocessing data with a band pass filter 5-lO0Hz, 17 channels were divided into five regions 

including (F7,Fpl,F3), (Fp2,F8,F4), (FZ,C3,CZ,C4,PZ), (P3,P7,O1) and (P4,P8,O2) to make 5 

Dominating Independent Components (DIC) by applying independent component analysis. AR 

coefficients were calculated for each channel from each DIC, and combined to make feature vectors. 

Some AR model orders were tested, and the best overall performance was HTER=4.1% with AR 

order 5th and 7th . 

Further, in [Brigham and Kumar, 2010] the authors proposed using electrical brainwave signals 

during imagined speech for person identification as it is easy to do and there is no need for any ex

ternal stimuli. EEG data was recorded from 6 participants imagining speaking one of two syllables, 

/ba/ and /ku/. After preprocessing, feature extraction was followed by computing AR coefficients 

on the gamma band for each of 96 channels using the Burg method with the orders from 2nd to 

6th . Experiments showed the best identification accuracy of 99. 76%, and the optimal AR order 

for the imagined speech EEG dataset was 2nd . The proposed approach was also tested on another 

dataset of 120 subjects whose EEG signals correspond to Visual Evoked Potentials (VEPs). The 

results showed a classification accuracy of 98.96% with the optimal AR order of 4th . In the article 

that proposes a human authentication system using EEG signals on a large dataset [Keshishzadeh 

et al., 2016], Autoregressive (AR) coefficients in 5th order were extracted as the feature set. The 

experiment was conducted on a dataset of EEG signals selected from 6 channels of 104 people in 

two conditions of eyes closed and eyes open and an impressive result was obtained to 97.43±0.00% 

accuracy with the use of only 10% for the training set. 

Autoregressive features were also combined with some other features to investigate using EEG 

signals as biometrics. In [Riera et al., 2007], five different features including Autoregression (AR) 

order 100th , Fourier transform (FT), Mutual information (MI), coherence (CO), and cross-correlation 
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(CC) were extracted and analyzed on the frequency range 0.5-70Hz from a dataset of 87 subjects in 

resting with eyes closed. Data signals on two electrodes (FPl and FP2) were divided into 4 second 

epochs for feature extraction. After conducting experiments with 51 subjects and 36 intruders, the 

authors obtained an equal error rate (EER) of 3.4%. Similarly, Palaniappan [Palaniappan, 2008] 

proposed a two-stage authentication method using AR and some other features. 

EEG signals of 5 subjects were recorded while doing some mental tasks such as math, geometric 

figure rotation, letter composing, and visual counting. Signals from 6 channels C3, C4, P3, P4, 

01 and 02 were extracted to obtain features of autoregressive coefficients (AR) order 6th , channel 

spectral powers and inter-hemispheric channel spectral power differences, inter-hemispheric channel 

linear complexity, and non-linear complexity. In stage one, the threshold Th 1 was used to reduce 

the false accept error (FAE) while another threshold Th2 was applied to reduce the false reject error 

(FRE) in stage two on 6 channels. Experiments show that the two-stage authentication method 

obtains FAE=0%, and FRE ranging from 0% to 1.5%. The combination of AR and some other 

features can also be seen in [Jian-feng, 2010] where the author focused on the person authentication 

problem by using AR, Linear Complexity (LC), Energy Spectrum Density (ESD), Energy Entropy 

(EE), Phase Locking Value (PLV), Mutual Information (MI) and Cross Correlation. Features were 

extracted on the frequency of 2-40Hz from the electrodes C3, C4, P3, P4, 01 and 02. Experiments 

were conducted on 3 subjects performing imagery of left hand, right hand, foot or tongue movements 

according to a cue. The author obtained the False acceptance rate (FAR) from 0% to 30%, and 

the True acceptance rate (TAR) from 80% to 100%. The autoregressive model can also be seen 

in [Abo-Zahhad et al., 2016] where the authors applied that feature for a dataset of 31 subjects 

performing tasks of relaxation, visual stimulation, and eye blinking. 

Regarding power spectral density (PSD), the authors in [Marcel and Millan, 2007] tried to ex

plore this feature when they investigated the use of brain activity for person authentication. EEG 

data was recorded from 9 subjects while doing some tasks including imagination of left-hand or 

right-hand movement, and generation of words. Power spectral density (PSD) in the band 8-30 Hz 

was calculated using the Welch periodogram algorithm [Welch, 1967] for the eight centro-parietal 

channels C3, Cz, C4, CPl, CP2, P3, Pz, and P4. Eight channels with 12 frequency components 

result in a feature vector with 96 dimensions. Some protocol experiments were conducted, and the 

best result obtained HTER=7.1%. The authors also noted that PSD features in their experiment 

could give better performances than more elaborate features such as parameters of autoregressive 

models and wavelets. The use of both AR and PSD features can be found in some works such as 

[Ashby et al., 2011], [Nguyen et al., 2013c]. In [Ashby et al., 2011] an EEG-based person authen

tication system is proposed using a set of features from a dataset of 5 subjects performing some 

mental imagery tasks. Firstly, each one second segment data was extracted from each of the 14 

electrodes to obtain three sets of features including AR coefficients order 6th , PSD, and total power 

in five frequency bands from alpha band to gamma band. Secondly, inter-hemispheric power dif-
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ferences and inter-hemispheric linear complexity were extracted and combined with the previous 3 

sets of features to present a feature vector. Experimental results show that the task of referential 

limb movement activity gave the best performance with FRR=2.4% and FAR=0.7%. In [Nguyen 

et al., 2013c], Nguyen et al. investigated both AR and PSD as features for person verification using 

EEG signals of 9 people performing motor imagery of left hand and right hand. Three channels C3, 

C4 and Cz were selected for feature extraction. AR model order 21 st and PSD with the Welch's 

averaged modified periodogram method [Welch, 1967] were estimated in the band 8-30Hz to make 

the feature vector of 3*(21 + 12)=99 dimensions. The authors obtained the best equal error rate 

(EER) of 4%. In another study [Nguyen et al., 2013d], the same feature extraction method was 

applied, but the number of electrodes used was 6 including C3, C4, Cz, P3, P4 and Pz. The method 

was tested with several datasets. Both datasets of 40 subjects doing free tasks, and the one with 

90 participants performing motor imagery, gave the EER of 2.21 % while the VEP dataset of 120 

subjects brought a result of EER=3.5%. In [Thomas and Vinod, 2018], Kavitha P Thomas et al 

presented a high performance in person authentication system on a population of 109 subjects using 

simple cross-correlation as the classifier on PSD features extracted from the gamma band during 

resting state. The EER value of 0.0196 from 19 channels during resting state with eyes closed and 

eyes open, was self-commented by the authors as better than the state-of-the-art, which employed 

eigenvector centrality features from 64 channels on the same dataset. 

In order to increase the accuracy rate of EEG-based person recognition, AR and PSD features are 

combined together. In [Nguyen et al., 2013c], both Autoregressive (AR) and PSD were estimated 

from electrodes C3, C4 and Cz. AR model order 21st was applied while PSD was calculated on 

the band 8-30 Hz to result in instance vectors of 3*(12+21)=99 features. In [Vahid and Arbabi, 

2016], with the aim of finding the best channels and features which have stable results regardless 

of emotional states for human identification system using EEG signal, the authors estimated PSD 

using the Burg method and AR coefficients and used them as features together with other features. 

Conducting the experiment on a dataset of 32 participants, after selecting the 5 best features and 

5 channels, they obtained the Correct Classification Rate (CCR) from 88% to 99%. In [Maiorana 

et al., 2016] the author used both PSD and AR as features with PSD estimated based on Welch's 

averaged modified periodogram approach in order to study the permanence across time of EEG 

features. Conducting experiments on a dataset of EEG signal recorded at 19 channels from 50 

healthy subjects, they confirm a permanence level of EEG signal can be guaranteed with the best 

mean identification rate of 90.8% obtained in eyes closed condition. Similarly, both AR and PSD 

features were applied in [Nakamura et al., 2018]. The authors calculated PSD for the in-ear EEG 

Chl (left) and Ch2 (right) using Welch's averaged periodogram method with 50% of overlap while 

Burg algorithm order 10 was used for AR. In [Holler et al., 2018], in order to investigate the impact 

of Age, Sex, and Pathology condition on EEG Biometric Features, the author used both the power 

spectral density (PSD) calculated from the Fast Fourier Transform of the signal and multivariate au-

21 



toregressive coefficients as features. Working on a dataset of 60 subjects, their best results achieved 

98.85/5.34 (the area under the curve of receiver operating characteristics (AUC of ROC)/top equal 

error rate of 98.85/5.34. 

The above research work using AR and PSD features could be summarized in Table 2.2 following. 
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Table 2.2: A summary of using AR and PSD features in EEG-based person recognition 

Paper Name of Features Number of electrodes Number of subject Published result 

[Marcel and Millan, 2007] PSD 8 9 HTER=7.1% 

[Riera et al., 2007] AR, others 2 (FPl, FP2) 87 EER=3.4% 

[He and Wang, 2009] AR 17 7 HTER=4.1% 

[Palaniappan, 2008] 
FAR=0% 

AR, others 6 5 
FRR=0.5-0% 

[Brigham and Kumar, 2010] AR 64 120 98.96%, 

[Abdullah et al., 2010] AR 4 10 CRR=97%, 

[Jian-feng, 2010] AR, others 6 3 FAR=0%-30% 

[Ashby et al., 2011] 
FRR=2.4% 

AR, PSD, band powers 14 5 
FAR=0.7% 

[Nguyen et al., 2013c] AR, PSD 3 9 EER=4% 

AR, PSD 6 40 EER=2.21% 

[Nguyen et al., 2013d] AR, PSD 6 90 EER=2.21% 

AR, PSD 6 120 EER=3.50% 

[Dan et al., 2013] AR 13 GAR=87% 

[Vahid and Arbabi, 2016] AR, PSD 5 32 ACC=99% 

[Keshishzadeh et al., 2016] AR 6 104 ACC=97.43% 

[Maiorana et al., 2016] AR, PSD 19 50 ACC=90.8% 

[Nakamura et al., 2018] AR, PSD 2 15 ACC=95.7% 

[Thomas and Vinod, 2018] PSD 19 109 EER=0.0196 

[Holler et al., 2018] PSD, AR 27 60 AUC of ROC=98.95 



2.2.3 Classification Algorithm 

Machine learning algorithms present different capabilities for determining the boundary which sep

arates EEG data into classes of genuine and impostor; therefore, choosing a suitable classifier plays 

a significant role in EEG-based person authentication. This could be the reason that a variety of 

classifier algorithms such as k-Nearest Neighbors, Linear Discrimination Analysis (LDA), Neural 

Network (NN), Gaussion Markov Models (GMM), Convolution Neural Network (CNN), Support 

Vector Data Description (SVDD), and Support Vector Machine (SVM) have been investigated in 

recent publications. According to [Nguyen, 2015] and [Pham, 2016], Support Vector Machine and 

Support Vector Data Description are two of the most common classification algorithms used for 

EEG-based person recognition systems; therefore, we focus on these classifiers to investigate the 

stability of the security system that uses EEG signals for person authentication purposes. 

a) Support Vector Machine (SVM) 

Support Vector Machine [Cortes and Vapnik, 1995] is a popular classification algorithm in which 

an optimal hyperplane in feature space is built to separate training data into classes without errors. 

Let { Xi :.xn} be vectors of a training dataset where each Xi is labeled by Yi E { -1, 1}, and Xi E Rd. 

The number of training instances is represented by n while feature space dimension is denoted by 

d. Then the hyperplane f(x) is formulated as follows: 

f(x) = wT cf>(x) + b (2.4) 

where w is the coefficients vector, ¢(.) represents a transformation function, and b is a constant. 

Solving the following optimization problem, the optimal hyperplane with maximum margin can be 

obtained: 

(2.5) 

subject to 

(2.6) 

where ~i, i = 1, :., l are slack variables and C is a parameter chosen by the user. 

In the verification phase, an unseen data sample x is regarded to normal or positive class if 

f(x) = +1 or abnormal or negative class if f(x) = -1 by computing: 

Ns Ns 

f(x) = L O:iYicf>(Sif c/>(x) + b = L O:iYiK(Si, x) + b (2.7) 

where Ns is the number of support vectors Si, and K defines the kernel as: 

(2.8) 

b) Support Vector Data Description (SVDD) 
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The main idea of Support Vector Data Description [Tax and Duin, 2004] is to define an optimal 

hypersphere so that it can include all normal samples, yet without the abnormal data. Let x be 

an unseen data sample, then the following decision function is used to determine the class that x 

belongs to: f(x) = sign(R2 - ll<I>(x) - cl 1
2 ) where Rand care the radius and the center of the 

hypersphere, respectively, while the nonlinear function is defined as <I>(.). The unseen sample x is 

regarded as normal if f(x) = +1, whereas it is classified as abnormal if f(x) = -1. 

Some work utilising Support Vector Machine (SVM) and Support Vector Data Description 

(SVDD) are detailed in the following. 

In [Das et al., 2009], linear SVM was used to classify 20 people while the authors investigated 

the potential of using EEG signals for person identification. Visual Evoke Potentials data from 20 

electrodes were divided into 0.5s epochs to compute the coefficients of the LDA feature extraction 

matrix. Classification phase was conducted with SVM algorithm using cross-validation from 2 to 

10 fold. Also Discriminant Analysis based on linear discriminant function was used for a thorough 

investigation. Experiments show that SVM outperformed LDA significantly, and both SVM and 

LDA obtained the best accuracy at 10-fold cross validation with 94.08% and 87.78% respectively. 

According to the authors, the highly non-Gaussian distribution of the EEG data could be the reason 

for the superior SVM performance. Also, linear SVM was applied in [Brigham and Kumar, 2010] 

to classify 6 persons using electrical brainwave signals which were recorded while subjects were 

performing imagined speech. After extracting features with an AR model on the gamma band, 

data was divided in training and testing sets for classification with the LibSVM software package 

[Chang and Lin, 2011], but the exact ratio of the data for training and testing was not presented. 

The k-Nearest Neighbors classifier also was used to compare the performance to SVM. Experiments 

showed the best identification accuracy of 99.76%, and 99.41% to SVM and k-NN, respectively. 

Moreover, the data of one session, about 25%, was used for training while the data of each of 

the other sessions, about 75% in total, were used for testing to investigate the session-to-session 

variability. The authors observed that the classification performance decreases when the testing 

session is far from the training session; therefore, according to the authors, updating the training set 

with current data after identification is necessary. The proposed approach was also tested on another 

dataset of 120 subject whose EEG signals corresponded to Visual Evoked Potentials (VEPs). The 

results showed a classification accuracy of 98.96% for linear SVM, and 96.34% for k-NN classifier. In 

addition, linear SVM was used to classify the feature vectors with a one-versus-all approach in [Ashby 

et al., 2011]. EEG data of 5 people was recorded while they performed four mental imagery tasks 

including baseline measurement, referential limb movement, counting, and rotation for 10 sessions, 

15 seconds each were divided into 15 blocks for each task after extracting the features. The samples 

of 14 blocks of each task, about 93%, were fed into the classifier for training, and the remaining 1 

block of each task, about 7%, was used for testing. The authors obtained the experimental results 

of FRR=2.4% and FAR=0.7%. In [Phung et al., 2015], the authors used SVM on Shannon Entropy 

(SE) features to aim to achieve high person identification speed and still maintain a comparable 
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accuracy with popular feature modeling such as AR. A high accuracy rate of 97.1% and 97.2% 

when using the SE and AR16 respectively was obtained on the population of 40 people. In another 

article namely "A Novel framework of EEG-based user identification by analyzing music-listening" 

[Kaur et al., 2017], two popular classifiers including Hidden Markov Model (HMM) and Support 

Vector Machine (VSM) were used to evaluate the proposed framework. The user identification 

performance obtained using HMM and SVM classifiers were 97.5% and 93.83%, respectively. Also, 

from the results which had better accuracy in experiment 1 compared to experiment 2, they found 

that emotions could have an impact on the identification application. They also found that the 

"calm" state achieved 100% identification accuracy when tested with both HMM and SVM. Linear 

kernel can also be seen in [Nguyen et al., 2018] where the authors investigated the impact of lossy 

compression techniques on the performance of EEG-based pattern recognition systems. The author 

concluded that "the recognition performance is not significantly reduced when using lossy techniques 

at high compression ratios". In more detail, the accuracy rate of 98.8% with Alpha band data was 

achieved by the experiment results. 

Other kernel functions of SVM can also be seen in the published works. In [Yeom et al., 2013], 

SVM Gaussian kernel was explored for person authentication. Experiments were conducted with a 

dataset of 10 subjects exposed to self-face and non-self-face images as stimuli. The dataset consisted 

of 2 sessions on different days with 2 runs per session. For each run, 50 trials were composed, so 

there are 200 trials for each participant. Features then were calculated based on the difference in 

brain signals in response to self-face and non-self-face images. The feature vectors of 180 trials were 

used for training, and the rest, 20 trials,were used for evaluation. The 10-fold cross validation was 

run to evaluate the system. Authors obtained an average accuracy of 85%, a False Acceptance 

Rate (FAR) of 14.5%, and a False Rejection Rate (FRR) of 14.5%. In [Dan et al., 2013], the SVM 

classifier was compared to LDA and BP neural network algorithms in person identification. EEG 

signals of 13 people in resting state with eyes closed were followed by AR model feature extraction, 

and then 66% of the data were fed into the classifier for training while 34% were used for testing. 

Experiments showed the best accuracy of 87.1%, 75%, and 87% to SVM, BP neural network, and 

LDA respectively. Although SVM and LDA had similar experimental results, the authors prioritized 

SVM as it is suitable for small samples and training time is short. In [Kumar et al., 2018] the author 

proposed an EEG based person authentication framework for the cloud environment using Hidden 

Markov Model (HMM) and Support Vector Machine (SVM) with linear kernel. Experiments were 

applied on a dataset of 40 participants, and they enhanced the performance of the system by using 

a decision fusion approach with 97.5% identification accuracy. The authors also obtained a 100% 

True Positive Rate (TPR) and 35% False Acceptance Rate (FAR) for person verification using the 

Receiver Operating Characteristic (ROC) curve. 

Regarding the SVDD algorithm, Zuquet et al. proposed using SVDD with a Radial Basis Func

tion kernel for EEG-based person authentication in [Zuquete et al., 2010]. Visual Evoked Potentials 

signals in the "Y band of 70 subjects were extracted from the energy of differential EEG signals on 8 
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occipital electrodes, then 30 features , about 66%, of each person's data was fed into the classifier 

to train their model and 15 features, about 34%, was used for testing. Authors observed an average 

performance of TAR=92.5%, and FAR=6.27%. KNN algorithm with k=l was also tested to com

pare the performance to SVDD, and it achieved TAR=78.5% and FAR=3.4% on average. Although 

the authors concluded that both classifiers have advantages and disadvantages, SVDD seems to be 

superior since it obtained a much higher TAR than KNN while KNN only had a slightly smaller FAR 

than SVDD. Also, the authors tried to evaluate the ability to improve the performance of the system 

by combining the outputs of SVDD and KNN with OR and AND combinations. AND KNN-SVDD 

provided the average result of TAR=90.4% and FAR=3% while the average performance of OR 

KNN-SVDD was TAR=90.8% and FAR=3.14%. Also, SVDD with a Radial Basis Function kernel 

was used by Nguyen et al. in [Nguyen et al., 2013c] for person verification using EEG signals of 9 

people performing motor imagery of left hand and right hand. AR model order 21 st and PSD were 

estimated in the band 8-30Hz on 3 channels to make the feature vector of 3*(21+12)=99 dimen

sions. Firstly, 5-fold cross validation training was run to find out the best parameters. Secondly, the 

found parameters were applied to train the models using the training set, and evaluated using the 

testing set which is separated from the training set. Gaussian Mixture Model (GMM) also was used 

as another classifier. The authors obtained the best equal error rate (EER) of 4%, and 4.41% for 

SVDD and GMM, respectively. In another study [Nguyen et al., 2013d], the Multi-Sphere SVDD 

universal background model (UBM) was used. The method was tested with several datasets. Both 

datasets of 40 subjects doing free tasks, and the one with 90 participants performing motor imagery 

gave the EER of 2.21% while the VEP dataset of 120 subjects brought a result of EER=3.5%. 

The above studies using SVM and SVDD classifiers could be summarized in Table 2.3 following. 
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Table 2.3: The summary of research work using SVM and SVDD classifiers in EEG-based person recognition 

Paper Classifier Kernel Number of subject Training technique Result 

[Brigham and Kumar, 2010] SVM Linear kernel 120 10 fold cross-validation ACC=98.96% 

TAR=92.5% 
[Zuquete et al., 2010] SVDD RBF kernel 70 66% training, 34% testing 

FAR=6.27% 

Linear kernel FRR=2.4% 
[Ashby et al., 2011] SVM 5 15-fold cross validation 

FAR=0.7% 

[Dan et al., 2013] SVM Polynomial kernel 13 66% training, 34% testing GAR=87.1% 

[Yeom et al., 2013] SVM Gaussian kernel 10 10-fold cross-validation FAR=14.5% 

[Nguyen et al., 2013c] SVDD RBF kernel 9 60% training, 40% testing EER=4% 

SVDD RBF kernel 40 - EER=2.21% 

[Nguyen et al., 2013d] SVDD RBF kernel 90 - EER=2.21% 

SVDD RBF kernel 120 - EER=3.50% 

[Phung et al., 2015] SVM RBF kernel 40 5-fold cross-validation ACC=97.2% 

[Vahid and Arbabi, 2016] SVM RBF kernel 32 10-fold cross-validation ACC=99.0% 

[Kaur et al., 2017] SVM RBF kernel 60 5-fold cross validation ACC=93.83% 

[Kumar et al., 2018] SVM Linear kernel 40 10-fold cross validation TPR=100% 

[Nguyen et al., 2018] SVM Linear kernel 20 3-fold cross validation ACC=98.8% 



2.3 The stability of EEG-based biometric systems in differ

ent brain states 

2.3.1 EEG signals in different mental states 

a. The stability of EEG signals in different mental states 

Besides the factor of time, the brain state could be affected by many other variables. Different brain 

states could be elicited in many situations such as when people are in different emotional states or 

when they have different experiences toward stimuli. Stability is a vital aspect of a person authenti

cation system, but the influence of EEG signal variations which are caused by those different brain 

states have not received the necessary attention ([Campisi and La Rocca, 2014]). In [Pham et al., 

2015b], only 3 discrete emotions of stress, calm, and excitement have been investigated to observe 

the variation of the authentication system. The experiments were conducted using EEG signals 

from the same emotion for both training and testing phases. The results interestingly showed that 

stress emotions gave better accuracy compared to other emotions. Another publication [Myrden and 

Chau, 2015] also investigated the impact of some other discrete mental states, namely frustration, 

attention and fatigue, on the performance of EEG based BCI systems. With the population of only 

12 people, participants were asked to perform tasks in training sections; after that, a BCI system was 

developed. In the testing sections, participants played a navigation game using EEG-BCI system 

while their levels of fatigue, frustration, and attention were self-reported. The experimental results 

highlighted the close relationship between mental state and BCI performance. In more detail, when 

the level of fatigue was low, BCI performance decreased by 7% compared with average, and in con

trast it increased the same amount when frustration was moderate. The paper also indicated that 

BCI accuracy when users were at low fatigue was significantly lower than high fatigue, and similarly, 

low frustration gave significantly lower classification accuracy than high frustration.' 

In addition, in [Vahid and Arbabi, 2016], the authors speculated on the system performance 

with different affective states, which were presented by a 2D emotional model. The authors ran 

experiments on various scenarios using different EEG signals from different emotional states to find 

out which feature and channels have the most stability regardless of emotional states. Their findings 

revealed that there is a close relationship between emotional states and the performance of EBPA 

systems. One of their striking outcomes is that regardless of emotional states, the gamma band in 

the left-Posterior quarter provides more stable features for person identification. However, this study 

only focused on an EEG-based person identification system, not an EEG-based person authentica

tion system. In addition, using the 2D emotional model seems to be not thorough compared to the 

3D emotional model, which is the "framework for a comprehensive description and measurement of 

emotional states" [Mehrabian, 1995]. The accuracy and sufficiency of the 3D continuous framework 

to represent a large range of emotions is also proved in [Verma and Tiwary, 2015] in which the 
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authors validated the model using an affect recognition technique that analysed spontaneous EEG 

signals and frontal face. The comparision and discussion with other 2D emotional models in this pa

per confirmed the effectiveness of the 3D emotional model for presenting more complicated emotions. 

The above publications show that the different emotional models have different abilities in regards 

to presenting complicated emotions. Thus, emotional models need to be carefully chosen when 

investigating the impact of mental states on EBPA systems. Besides, as aforementioned, different 

brain states could also be elicited when people have different experiences toward stimuli, such as 

feeling like/dislike, or having familiar/unfamiliar feelings toward it. These related brain states should 

receive more attention and investigation in depth regarding the EEG stability for authentication 

purposes. 

b. Emotional models for different mental states 

In order to have a wiser choice for the emotional model to use for this study, first we will briefly 

summarize the prominent types of emotional model and their weaknesses and strengths. Over the 

past decade, diverse emotional models have been proposed such as discrete models, domain-specific 

and different dimensional models. One well-known discrete emotion model suggested that a limited 

number of basic emotions such as fear, sadness, anger, disgust, and happiness [Ekman et al., 1987], 

[Ekman, 1992], [Ekman, 1999] can be used to originate all emotions. Ekman assummed that every 

discrete basic emotion can be subserved by an independent neural system. Nevertheless, this theory 

has failed to gain support in the form of reliable evidence from neuro-imaging and physiological 

studies and the issue has remained disputed. Some argued that it seems to be inadequate to describe 

the richness of affective states by using just those few primary basic emotions [Zentner et al., 2008]. 

Also, in [Mauss and Robinson, 2009] Mauss and Robinson suggested that "measures of emotional 

responding appear to be structured along dimensions (e.g., valence, arousal) rather than discrete 

emotional states (e.g., sadness, fear, anger)". 

Recently, two-dimensional emotional models have been widely used both in emotion and other 

fields. These models proposes that all affective states can be derived from two independent neuro

physiological systems which are related to valence and arousal dimensions [Mehrabian and Russell, 

1974]. Another idea proposed in [Thayer, 1990] suggested that two underlying dimensions of affect 

were actually two separate arousal dimensions: energetic arousal and tense arousal. Following their 

multidimensional model of activation, different combinations of these arousal dimensions can be used 

to explain valence. Some other types of emotional models have also been proposed such as the tree 

structure of emotions [Parrott, 2001] and Pkutchik's emotion wheel [Plutchik, 2001]. 

The model with three emotion dimensions of pleasure-displeasure, arousal-calmness, and ten

sion-relaxation was introduced as early as 1896 by Wilhelm Wundt [Wundt, 1896]. Although two

dimensional models of emotion have received great support from the emotion research community 

and have kept a dominant position in affect literature, they have still been criticized for their weak-
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ness of distinction among close neighbour emotions and not being able to account for all the variance 

in emotions. Outcomes from some studies [Schimmack and Grob, 2000], [Schimmack and Rainer, 

2002] reveal that two-dimensional models are incompatible with some affect data, which show that 

two dimensions of arousal-calmness and tension-relaxation should not be combined into one arousal 

dimension. Evidence in previous studies indicate that these two arousal dimensions come in opposite 

directions in some special circumstances,[Gold et al., 1995]. Also, the reason causing the activation 

of these two dimensions is supposed to be different, for example a circadian rhythm can be considered 

to be one of the factors affecting energetic arousal but not tense arousal [Thayer, 1990], [Watson 

et al., 1999]. 
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Figure 2.3: Other emotional models: common basic emotion, dimensional models. 

The early versions of the three measures model were developed by Mehrabian and Russell, 1974, 

[Mehrabian and Russell, 1974] called PAD with measures of pleasure-displeasure states, arousal

nonarousal states, and dominace-submissiveness states. Subjects described their feelings by placing 

a check in one of the spaces which were created by adjective pairs on three measures. Pleasure

Displeasure presents the positive versus negative affective state while Arousal-Nonarousal shows 

the physical activity and/ or mental alertness level. The third scale proposed was Dominance

Submissiveness, which describes the feeling being controlled and influenced by external situations 

versus feelings of being control and influence over others. The analysis based on these three mea

sures revealed that they were almost independent. Later on, the results obtained when Mehrabian 

and Russell used PAD Emotional-State Model to study 42 emotion scales, which were introduced 

by other investigators, showed that PAD gave a sufficient and general characterization to describe 

emotions. 
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2.3.2 The impact of some other factors on the EEG biometrics 

Besides mental state, other individual factors such as users' human characteristics, users' health 

condition, and users' stimulant consumption may also have an impact on human brain state and 

thus, they may elicit different EEG signals. Some recent publications addressing the impacts of 

those factors on the EEG signals can be seen as follows. 

The influence of users' human characteristics such as age and gender on EEG biometrics was 

emphasized in [Holler et al., 2018] where the authors indicated the heavy impact of factors including 

gender and age on EEG patterns. Substantial variety was found between sex groups, in which 

the female group performed better than the male group, especially in the full frequency range. 

The accuracies of age groups though does not appear to be significant, but the experimental results 

showed that the youngest group had the largest confidence interval for both the area under the curve 

(AUC) and Equal Error Rate (EER). Though the sample of 60 people in this study is quite big, 

only eight participants were categorized as 'young', which is inequitable compared with the number 

of 27 samples for both the other two older groups. The effect of age on EEG biometric systems was 

also mentioned in [Kaur et al., 2017], in which the authors tested the person identification accuracy 

on 10 participants in different sections over a time span of just 6 months. The outcomes revealed 

a substantial amount of difference across sections, which meant that participants' state of mind 

was affected by temporal distance. Combined, these interesting findings encouraged the research 

community to investigate further the influence of not only the aforementioned factors, but also other 

factors, on the stability of EBPA systems, using more adequate datasets. 

Carrying human characteristics such as age and gender information could be the reason why EEG 

signals are affected by those factors. In [Nguyen et al., 2013a], the research aimed to extract age 

and gender information from EEG data. According to the authors this information can be used to 

build a system that can classify a person into gender or age groups. Based on that idea, the authors 

proposed a speech-based method to extract paralinguistic features in EEG signals that carry rich 

information about age and gender. After that, these features were applied to improve the perfor

mance of the age and gender classification system. Experiments were conducted on a dataset of 40 

people including 20 males and 20 females from ages 19 to 69. The authors obtained the accuracies 

of 97.5% and 97.7% for age and gender classification respectively. Another recent study using EEG 

signals for predicting the age and gender of a person can be seen in [Kaushik et al., 2018]. Applying 

Deep Bidirectional Long Short-Term Memory (BLSTM) to construct a hybrid learning framework 

for analysis and conducting experiments on a dataset of 60 subjects, the authors achieved an accu

racy of 93.7% for age classification and 97.5% for gender recognition. 

Health conditions, particularly epilepsy, have been proven to impact EEG signals. Epilepsy is 

a chronic disease characterized by an abiding predisposition to generate epileptic seizures, which 

are symptoms or manifestations caused by abnormal excessive or synchronous neuronal firing in the 
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brain [Fisher et al., 2005]. Epileptic seizures can be recorded using EEG signals and thus, EEG 

signals may contain information related to psychological brain state and could be used to diagnose 

and assess epilepsy. In [Phung et al., 2015], the authors investigated the impacts of epilepsy on 

EEG-based person identification systems. Experimental methodology was used to perform person 

identification on two groups of subjects, healthy and epileptic, to find out how the identification rate 

can be affected by epilepsy. Features including Autoregressive model (AR) and Approximate entropy 

(ApEn) were calculated from 23 channels of a dataset of 80 people and a SVM linear classifier was 

deployed. The results revealed that having epilepsy increases the accuracy of EEG-based person 

identification when using AR order 16th . According to the authors, this could be explained by the 

fact that epileptic EEG signals are less chaotic and complex than healthy EEG signals, so they 

are more suitable with linear methods such as the AR model. The impacts of epilepsy were also 

investigated in [Nguyen et al., 2018] to find out how this brain disorder could decrease or increase 

the accuracy rate of the EEG-based cryptographic key generation system. Similarly to [Phung et al., 

2015], the Australian AEEG dataset with 80 participants was used. Subjects were also divided into 

two groups namely epilepsy and non-epilepsy, and the AR model was deployed for feature extraction. 

Experimental results showed that the epilepsy group had lower Equal Error Rates (EER). In more 

detail, at the Gamma band the EERs were 2.58% and 7.92% for epilepsy and non-epilepsy groups 

respectively. 

Other instances of users' health condition, such as exercise are also mentioned in literature. In 

[Chuang and Chuang, 2016], the effect of physical exercise on the performance of the EBPA system 

was quantified by measuring and comparing the authentication accuracy of the system before and 

after users did a 60-second physical exercise. The result interestingly revealed that a short-term 

change in brain state heavily influenced authentication accuracy, in which a significant decrease in 

performance occurred after users completed exercise. 

In regard to stimulant consumption, coffee with caffeine has been proven to have significant ef

fects on the human brain, including when the authors in [Rao et al., 2005] measured the effects of 

energizing drinks containing caffeine and glucose. In more detail, stimulants can enhance behavioral 

performance during demanding tasks requiring selective attention. The study was conducted on 

40 healthy volunteers who received either the energizing drink or a similar-tasting placebo drink 

without awareness. After that, participants performed tasks identifying predefined target stimuli 

among rapidly presented streams of peripheral visual stimuli to elicit the event-related potential 

(ERPs) EEG signals that related to information processing in the brain. Experimental results re

vealed that both earlier components, namely Cl/Pl, and the later ones including Nl, N2, and N3 

contributed to the enhancement of behavioral performance in the group having the energizing drink. 

Also, the effect of caffeine on cognitive performance, that means effect on the brain activities, was 

confirmed in the study of [Giles et al., 2012] where the authors evaluated caffeine, taurine, and 

glucose and their effects on cognitive performance and mood. There were 48 habitual caffeine con

sumers (18 males, 30 females) recruited, who received one of four treatments including individually 
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and in combination with the mentioned ingredients. EEG signals were recorded while participants 

performed an attention task 30-minutes post-treatment, followed by a working memory and reaction 

time task 60-minutes post-treatment. Data analysis showed that caffeine enhanced executive control 

and working memory. Reducing the simple and choice reaction time was another result that the 

authors obtained from caffeine. Moreover, the effects of alcohol on the pre-frontal cortex with nine 

healthy subjects was investigated in [Ki:ihki:inen et al., 2003]. The participants had 30 minutes to 

drink the ethanol dissolved in 10% lemon-flavored solution. Experiments were performed after a 

further 30-min waiting period when the subjects were seated in a comfortable reclining chair with 

eyes open. The EEG was recorded from 60 scalp electrodes referred to the forehead and the signals 

were sampled at the rate of 1450 Hz. Data from 41 electrodes were extracted. After analyzing, 

the result revealed that alcohol reduces the excitability in the pre-frontal cortex. According to the 

authors, that result could be associated with symptoms of alcohol intoxication such as mood liability 

and impairments in attention, memory, and judgment. 

EEG data from brain conditions that can be impacted by alcohol have been investigated recently 

on EEG-based person identification systems. This dataset, namely Alcoholism, consists of 120 par

ticipants recruited for an original study on the EEG signal correlates of genetic predisposition to 

alcoholism. The pictures of objects selected from the picture set of Snodgrass and Vanderwart 1980 

were used as stimuli, and were displayed to subjects either in a single stimulus or in a pair, which 

could be identical or different to each other. While displaying pictures, EEG data were acquired for 

1 second by placing 64 electrodes on participants' scalps at a sample frequency of 256 Hz. In [Nguyen 

et al., 2012], the authors proposed a speech-based feature extraction method, namely Mel-frequency 

cepstral coefficients, in EEG-based person identification. Using SVM as the classification algorithm, 

experiments on Alcoholism showed that subjects can be classified with the accuracy of 92.8% using 

EEG signals from 8 channels. Another study on Alcoholism can be seen in [Nguyen et al., 2018] 

which investigated the impacts of brain conditions on an EEG-based cryptographic key generation 

system. According to the authors, brain disorders such as alcoholism could be associated with the 

EEG signals and then impact on the system. The experimental methodology was performed on two 

groups of subjects namely alcoholic and non-alcoholic. The impact of alcohol on brain conditions 

and on the system was evaluated by the success rate. Experimental results revealed that the alco

holic group gave higher equal error rates than that of the non-alcoholic group. 

The aforementioned studies confirm that human characteristics, health conditions, and stimulant 

consumption are factors that can impact on users' brain states; therefore, addressing the impacts of 

those factors on the stability of EEG-based person authentication system is really needed. 
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Chapter 3 

The Stablity of EEG-based Person 

Authentication System • 
Ill 

Differrent Mental States 

In this chapter, different mental states elicited while performing mental tasks for pass-thoughts in 

order to access the security system, are proposed to investigate the stability of EEG-based person 

authentication systems. We focus on the mental states that are caused by having different emo

tional states and users' different experiences toward stimuli. A variety of mental states that may 

happen in reality will be presented, along with the function rules of the experiments undertaken, to 

comprehensively evaluate the impact on the EEG-based person authentication system performance. 

The chapter is organized as follows. The background is provided in Section 3.1 to summarise the 

issues systematically although some of this has already been mentioned in the Literature Review. 

Section 3.2 proposes the EEG-based person authentication system with the different mental states 

and different scenarios of mental states for enrollment and testing phases. The experiments and 

results are detailed in Section 3.3. Section 3.4 focuses on an evaluation of the proposed method 

in terms of EEG-based person authentication system performance. The conclusion is presented in 

Section 3.5. 

3.1 Introduction 

Having both advantages of biometric-based and password-based authentication, using EEG signals 

to verify if the user is who he or she claims to be, has been extensively studied. A variety of 

EEG modalities, different features and many classifiers have been introduced to ensure the best 

performance of EEG-based person authentication systems in Piciucco et al. [2017], Nakamura et al. 
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[2018] and Thomas and Vinod [2018]. 

However, unlike conventional biometrics such as fingerprint, iris, and face, EEG signals have a 

large variation within subjects, depending upon the subject's different brain states. This raises con

cerns in real-world applications where a user may have different brain states during the performance 

of tasks to elicit EEG credentials to login to the security system. How accurate can an EEG-based 

person authentication system be when users are in different brain states? Should we design an au

thentication system which can use any stimuli or just the ones that users like to elicit pass-thoughts? 

How can we mitigate the impact of EEG patterns' sensitivity to emotions on an EEG-based person 

authentication system? 

As mentioned in the literature review in Section 2.3.3 Chapter 2, people in different situations 

such as having different emotional states, different experiences toward stimuli, or different human 

characteristics can elicit different brain states. Although EEG signal changes can heavily impact 

on stability, which is a fundamental requirement of a person authentication system, the issue has 

not not received the necessary attention Campisi and La Rocca [2014]. Literature review also shows 

that only some recent studies focus on the issue such as Pham et al. [2015b] and Vahid and Arbabi 

[2016] but some limitations can be seen. In Pham et al. [2015b], the authors observed the varia

tion of EEG-based person authentication system when users in different emotional states; however, 

only 3 discrete emotions of stress, calm, and excitement have been investigated. In Vahid and 

Arbabi [2016], the authors have speculated on the impact of different affective states on EEG-based 

biometrics performance. This study only focused on EEG-based person identification systems, not 

EEG-based person authentication systems. Moreover, using the 2D emotional model is not sufficient 

to comprehensively describe and measure emotional states Mehrabian [1995]. The effectiveness of 

the 3D emotional model in presenting more complicated emotions compared to the 2D emotional 

model is also confirmed in [Verma and Tiwary, 2015]. 

This chapter speculates on the aforementioned questions by exploring the impact of different 

brain states, which are elicited by users experience toward stimuli, on the performance of an EBPA 

system. Also, the impact of different brain states, caused by different emotional states, which are 

measured and presented using a 3D emotional model, is investigated for a comprehensive evaluation. 

3.2 The stability of EBPA systems in different brain states 

In order to investigate the impact of people's different brain states on the stability of EEG-based 

person authentication systems, we propose to consecutively input EEG signals when users are in 

different brain states to EBPA systems as illustrated in Fig.1.2 in chapter 1. 

Different from a general model, in this model, the EEG signals of a person, which are used to 

train the models and to verify that person, are in different brain states. We use each brain state for 

training and consecutively use the same or other brain states for testing and vice versa. The FAR 
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and FRR of the system in each scenario will be calculated, analyzed and compared to see how much 

the system's performance is changed when users are in different brain states and which states give 

the most stable and highly accurate rate. 

This chapter focuses on the impact on EEG-based person authentication systems of different 

brain states which are caused by different mental states. The two most typical mental states that 

are chosen for investigation are user's different emotions and user's experience toward stimuli with 

two typical instances, namely liking and familiarity. The performance differences among the groups 

of each instance will be used to evaluate the impact of these factors on the stability of the EEG-based 

person authentication system. 

3.2.1 The stability of EBPA systems when users have different experi

ences toward stimuli 

Experience toward stimuli involves judgment, memory and volition, which are aspects of mental 

state. In the first part of this chapter, we are going to study the impact of a user's experience 

toward stimuli with two typical instances, namely liking and familiarity. The following will describe 

the details of the research method, how the experiments are implemented, analysis of results and 

discussion. 

We propose using EEG signals in different brain states, which are caused by different experience 

toward stimuli, as input for an EBPA system (illustrated in Figure 1.1) in order to speculate on 

how user's different feeling toward stimuli impact on the system. In the enrollment phase, different 

EEG signals when the user has a different feelings toward stimuli, including like, dislike, familiar, 

and unfamiliar are elicited using a variety of stimuli. EEG data corresponding to those experienced 

states are first processed and then features are extracted. These features are then utilized to train 

the models for that user. 

During the verification phase, EEG signals corresponding with those different brain states of each 

user are recorded, processed, and features are extracted similarly to the enrollment phase. Then the 

extracted features are provided to the classifier as different testing datasets to calculate matching 

scores. Based on those scores, the system decides to accept the true client or reject the imposter. 

This decision is used to calculate the accuracy of the system, and evaluate the influence of various 

human states on the performance of an EBPA system. 

With two instances: liking and familiarity, in order to make our investigation more comprehen

sive, we conduct experiments with all scenarios that may happen in reality as below: 

The first scenario: Like to Like/ Dislike: A model for a person is built using the EEG signals 

when he/she likes the stimuli. Then consecutively use the EEG signals when he/she is in like/dislike 

state (toward stimuli) to verify that person. 
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The second scenario: Dislike to Like/Dislike : A model for a person is built using the EEG 

signals when he/she dislikes the stimuli. Then consecutively use the EEG signals when he/she is in 

like/dislike state to verify that person. 

The instance of familiarity is examined in a similar way; however, in reality once a person feels fa

miliar with something, they will rarely become unfamiliar with it, so the case familiar to unfamiliar 

is excluded. 

The third scenario: Familiar to Familiar: A model for a person is built using the EEG signals 

when he/she is familiar with the stimuli. Then use the EEG signals when he/she is in familiar state 

to verify that person. 

The fourth scenario: Unfamiliar to Unfamiliar/Familiar: A model for a person is built using 

the EEG signals when he/she is familiar with the stimuli. Then consecutively use the EEG signals 

when he/she is in familiar/unfamiliar state to verify that person. 

3.2.2 EEG-based Person Authentication Systems when users have dif

ferent emotional states 

EEG signals are well-known to be sensitive to emotion. As a result, users experiencing different 

emotions can have different brain states and different EEG signals may be elicited when users per

form tasks to access an EEG-based person authentication system. This section describes the details 

of the research methodology for the case when users are in different emotional states. 

In this case, EEG signals of a person in different emotional states are used in turn to train the 

models and to verify that person. Each emotional state in this experiment is measured and described 

using the 3D emotional model with 3 dimensions of valence, arousal and dominance. Fig. 3.2 

illustrates the initial set of the 3D emotional model, which was first proposed in 1974 by Mehrabian 

and Russell [Mehrabian and Russell, 1974] with slightly different names for each dimension. The 

3D continuous emotional scale can represent a large range of emotional terms because it uses real 

numbers from 1 to 9 to measure each term. There are so many of them that it seems impossible 

to investigate all of them separately. Thus, following the study in[Mehrabian, 1995], we categorize 

those terms into eight combinations of two levels each (high (> 5) versus low ( < 5)) of valence, 

arousal and dominance and investigate these combinations instead of each seperate term. As a 

result, there are 8 combinations (also called 8 states) including State 1 (high Valence, high Arousal, 

high Dominance), State 2 (high Valence, high Arousal, low Dominance), State 3 (high Valence, low 

Arousal, high Dominance), State 4 (high Valence, low Arousal, low Dominance), State 5 (low Valence, 
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high Arousal, high Dominance), State 6 (low Valence, high Arousal, low Dominance), State 7 (low 

Valence, low Arousal, high Dominance), and State 8 (low Valence, low Arousal, low Dominance). 

The sample emotion terms according to each of these states were described in Appendix A and B 

in [Mehrabian, 1995]. 
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Figure 3.1: First set of 3D Emotional model: Mehrabian & Russell, 1974 

With 8 combinations, to be comprehensive, we should investigate all 64 scenarios in which one 

state would be used for training and the other states, including the state that is chosen for training, 

should be consecutively used for verifying. However, it is not necessary to investigate all of the 

scenarios because many cases rarely happen in reality, for example people will not enroll in a system 

when they feel really angry or very sad, instead they often register for a system when they are in 

a comfortable state, which is called a baseline state in this study and will be used as benchmark. 

The chosen baseline state is the state when people are relaxed, comfortable, and secure. Inspired 

by the authors in [Mehrabian, 1995], it is the combination of High Valence, Low Arousal, and High 

Dominance, which corresponds to State 3 as categorized above. So, in order to evaluate the impact 

of different emotional states on the stability of an EBPA system, we are going to investigate the 

performance variations of the system with the following scenarios: 
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Figure 3.2: Categozing emotions in 3D emotional model, Albert Mehrabian, 1995 

The first scenario: Baseline to Baseline (B2B) A model for a person is built when he/she is 

in the baseline state. Then use the same baseline state for testing. The EER values of the EBPA 

system in this scenario are used for comparing as a benchmark. 

The second scenario: Emotions to Baseline (E2B): A model for a person is built when he/she 

is in the baseline state. Then use the other states consecutively for testing. Then compare EER 

values of EBPA system when testing in the baseline state with the EER value when testing with 

other states. 

The third scenario: Emotion to Itself (E2I): A model for a person is built when the person is in 

one specific state and then use that very same state for verifying that person in the verification phase. 

In order to make a in-depth comparison, for all eight states, we run the experiment with the 

same group of people within each state in all scenarios by choosing only the people who have data 

recorded for both the baseline state and the states being tested. 
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3.3 Experiments 

3.3.1 Overview 

The DEAP dataset [Koelstra et al., 2012] contains EEG signals of 32 subjects in different mental 

states, which is suitable for this study. During the experiment, in order to elicit EEG signals in 

different emotional states, each participant was asked to watch 40 one-minute long clips of a variety 

of music videos. EEG data were recorded by 32 electrodes at the sampling frequency of 512Hz, 

downsampled to 128Hz, and were then filtered to eliminate the artefacts. After watching each 

excerpt, participants self-rated it on continuous scales of valence, arousal, dominance, liking and 

familiarity. The summary of the selected dataset can be seen in the Table 3.1. 

Table 3.1: Dataset Description 

Name of the dataset DEAP 

Number of sessions 1 

Number of trials 40 

The length of each trial ( s) 60 

Number of participants 32 

Number of recording channels 32 

The recording sampling frequency (Hz) 512 

The downsampled frequency (Hz) 128 

3.3.2 Recording EEG signals caused by different experience toward stim

uli and different emotional states 

The DEAP dataset consists of 16 male and 16 female participants aged from 19 to 37 with the mean 

age of 26.9. To elicit EEG signals corresponding to emotional states, each participant was asked to 

watch consecutively all the 40 selected one-minute music video segments, which were displayed on a 

17-inch screen with the resolution of 800 x 600. Subjects were seated comfortably at a distance of 1 

meter from the screen and there was a Stereo Philips speaker with the volume adjusted for his/her 

best comfort. The EEG device with 32 AgCl electrodes was placed on participants' scalps following 

the 10-20 international system to record EEG signals at the sampling rate of 512 Hz. 

The experiment consists of 4 steps for each trial, in which one of 40 videos was presented. The 

steps were: first, display the current trial number for 2 seconds; second, a fixation cross was displayed 

for 5 seconds baseline recording; third step was the main part with 1 minute video segment displayed 

and the last step was for the subject to perform a self-assessment of their levels of valence, arousal, 

dominance, liking and familiarity. 
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Self-assessment manikins (SAM) [Morris, 1995], which visually represent the three dimensions 

of valence, arousal and dominance, were provided to participants to perform their self-assessment. 

The 3D emotional model was first introduced by Mehrabian and Russell [Russell and Mehrabian, 

1977] and has continued to develop over subsequent decades. In this model, the valence scale 

represents positive versus negative affective states, ranging from unhappy or sad on one end to 

very happy or joyful at the other end. The arousal dimension shows the level of physical activity 

and/ or mental alertness, ranging from calm emotions to stimulated or excited emotions. The third 

dimension, namely Dominance, presents the feeling of being controlled and influenced by external 

circumstances versus the feelings of control and influence over others and situations or a powerful 

feeling. The subjects indicated their subjective ratings by moving the mouse horizontally and clicking 

anywhere on the scale with the number from 1 to 9 printed, exactly at a number or in-between them, 

making the self-assessment continuous scales. Those measurements will be used in the second part 

of this chapter where we investigate the impact of different emotional states on EBPA systems. 

Thumbs up and thumbs down symbols were used to present the level of subjects' personal liking 

of the video, which inquires about their taste, not their feeling. The last scale asked participants 

to measure their familiarity toward the video and rated it on a discrete scale from 1, where they 

were the least familiar with it, to 5 if they knew the video very well. This section focuses on four 

brain states, namely like (liking rating >= 5.0), dislike (liking rating < 5.0), familiar (familiarity 

rating>= 2.5), and unfamiliar (familiarity rating < 2.5). There are 32 participants who experienced 

affective like and dislike states while 29 people had EEG data in familiar and unfamiliar brain states. 

3.3.3 Stimuli selection 

Selecting stimulus materials to elicit emotional states from test participants in order to have fair and 

objective experimental results is a crucial and difficult task. The DEAP dataset had a set of stimuli 

which were chosen carefully using a semi-automated method through several steps. In the first step, 

120 candidate stimulus videos were selected of which 60 were chosen using affective tags from the 

Last.fm3 music enthusiasts website and the remaining 60 stimulus videos were selected manually. 

Both of these kinds were chosen with an equal number of 15 candidates corresponding to each of 

the quadrants in the valence/ arousal space to ensure diversity of induced emotions. 

The second step was to extract one-minute segments from the initial 120 candidates with the 

highest emotional highlight score using an effective highlighting algorithm. Each stimulus video was 

split into one-minute segments and the emotional highlight score of these segments were computed 

based on the value of arousal and valence, which was calculated using informative features such as 

loudness, motion components, visual excitement, key lighting and colour variance. 

The final step was to select 40 of the 120 one-minute segments, which was done on the basis of 

the subjective ratings of volunteers. Each participant watched as many videos as they wanted to and 

rated each of the videos right after watching on a discrete scale of valence, arousal and dominance. 
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Figure 3.3: Images used for self-assessment, from top to bottom: Valence SAM, Arousal SAM, 

Doninance SAM, Liking. ([Koelstra et al., 2012]) 

The chosen videos were the ones that had at least 14 volunteer ratings with the strongest rating 

values and smallest variation, in order to maximize the capability of eliciting emotional states. The 

10 one-minute video segments that lay furthest in the corner of each quadrant of the valence-arousal 

space were finally chosen to be the DEAP stimulus dataset. 

3.3.4 Data Processing 

Data preprocessing 

Recorded data was downsampled from 512Hz to 128Hz. After that, a bandpass filter was used by 

frequency from 4.0 to 45.0Hz. Also, the data corresponding to a 3 second pre-trial baseline was 

removed [Koelstra et al., 2012]. 

Alpha and beta bands are chosen for this research. Previous EEG-based researches associated 

with emotional specificity [Ekman and Davidson, 1993] [Coan et al., 2001] have revealed that asym

metric activity at the front region (especially in the alpha (8-12 Hz) band) is related to emotion. 
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Furthermore, recognition accuracy from some studies using a pattern classification analysis ap

proach, has demonstrated that emotion specific EEG characteristics such as alpha asymmetry have 

the capability to differentiate between various emotional states [Nie et al., 2011], [Murugappan et al., 

2010]. 

Aiming to reach a more comprehensive investigation, the selected data were split into epochs 

of length from 1 second to 5 seconds for training and testing data. While splitting EEG data 

corresponding to the user's experience toward the stimuli into different lengths of epochs, some 

subjects were discarded because of the limited number of samples as seen in Table 3.2. 

Table 3.2: List of removed users in like, dislike, familiar, and unfamiliar states depending on the 

epoch data length. 

Data Removed subjects Removed subjects in Familiarity 

length in Like and Dislike states and Unfamiliarity states 

ls s02, s15, s23 

2s s0l s02, s15, s23 

3s sOl, s07 s02, s15, s23 

4s sOl, s07 s02, s15, s23 

5s s0l, s07 s02, s15, s23 

Similar to EEG data of different experiences toward stimuli, the number of trials associated 

with each of the chosen emotional states of subjects were varied, and some subjects had quite small 

amounts of data. In order to avoid the negative effect of the curse of dimensionality, we exclude the 

groups (at long data length) which have too few subjects or have sufficient subjects but of which the 

number of feature vectors is too small. Details of selected subjects corresponding to the different 

lengths of data segments are presented in Table.3.3, Table 3.4, Table.3.5, Table.3.6, and Table.3. 7. 

Feature extraction 

The EEG signals from electrodes F3, F4, C3, C4, P3, P4, 01 and 02 were selected according to 

studies in [Nguyen et al., 2013b], [Nguyen et al., 2013d] to obtain good results in person authen

tication. Autoregressive (AR) and Power spectral density (PSD) were applied following the recent 

publications with impressive results in EEG-based person authentication such as Nakamura et al. 

[2018]; Thomas and Vinod [2018]. First, signals from the selected 8 channels in the band 8-30 Hz 

were calculated AR model parameters with order 21 to obtain an instance of 21 * 8 = 168 features. 

44 



Table 3.3: List of used subjects for 3D emotional states with data length of ls. 

Emotional Number Subjects 

states of subjects 

State 1 25 s0l, s02, s06 .. s08, slO, sll, s13 .. s18, s20 .. s28, s30 .. s32 

State 2 14 s03, s06,s07, s08, sl0, s13, s14, s16, s20, s21, s22, s26, s30, s31 

State 3 25 s01..s03, s06 .. s08, slO, sll, s13, s14, s16 .. s18, s20 .. s28, s30 .. s32 

State 4 14 s02, s03, s06, s07, s08, sl0, s14, s16, s18, s20, s23, s28, s30, s31 

State 5 22 s01..s03, s07, s08, slO,sll 

s13 .. s18, s20 .. s22, s24, s25, s27, s28, s31, s32 

State 6 23 s01..s03, s06 .. s08, slO, sll, sl3 .. s18, s20 .. s22, s24 .. s26, s30 .. s32 

State 7 23 s02, s03, s06 .. s08, slO, sll, s13, sl6 .. s18, s20 .. s28, s30 .. s32 

State 8 22 s01..s03, s06 .. s08, slO, sll, s13 .. sl8, s20 .. s24, s26, s28, s30 

Table 3.4: List of used subjects for 3D emotional states with data length of 2s. 

Emotional Number Subjects 

states of subjects 

State 1 22 sOl, s02, s06, s08, slO, sll, s14 .. s18, s20, s22 .. s28, s30 

State 2 8 s06, s08, s14, s16, s20, s22, s26, s30 

State 3 23 s01..s03, s06, s08, slO, sll, s14 .. s18, s20, s22 .. s28, s30 .. s32 

State 4 11 s02, s03, s06, s08, sl0, s14, s16, s20, s23, s28, s31 

State 5 16 sOl, s03, s08, slO, s14, s16 .. s18, s20, s22, s24, s25, s27, s28, s31, s32 

State 6 18 sOl, s02, s06, s08, slO, sll, s14 .. s18, s20, s22, s24, s25, s30 .. s32 

State 7 15 s02, s06, s08, slO, sll, s16 .. s18, s22, s23, s25, s27, s30 .. s32 

State 8 17 s01..s03, s06, s08, slO, sll, s14 .. s16, s18, s20, s22, s23, s26, s28, s30 

Then the PSD was estimated in the frequencies of 8-30 Hz with the bin 2Hz to give 12 features. 

Those features were combined with AR ones to make a vector. The feature vectors related to each 

brain state were divided into 60% for training and 40% for testing. 

Classification 

In our experiment, the Support Vector Data Description (SVDD) [Tax and Duin, 2004] was selected 

for the classifier based on the comprehensive literature review in Chapter 2 Section 2.2.3. 

Besides SVDD, Support Vector Machine (SVM) is even more widely deployed in biometric systems 
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Table 3.5: List of used subjects for 3D emotional states with data length of 3s. 

Emotional Number Subjects 

states of subjects 

State 1 21 s0l, s02, s06, s08, slO, sll, s14 .. s18, s22 .. s28, s30, .. s32 

State 2 10 s03, s06, s08,s10, s14, s16, s22, s26, s30, s31 

State 3 22 s01..s03, s06, s08, slO, sll, s14 .. s18, s22 .. s28, s30 .. s32 

State 4 5 s03, s06, sl0, s28, s31 

State 5 13 s01, s03, s08, slO, s14, s16 .. s18, s24, s25, s27, s28, s32 

State 6 15 s0l, s02, s06, s08, slO, sll, s14 .. sl 7, s22, s24, s25, s31, s32 

State 7 13 s02, s06, s08, slO, s16 .. s18, s22, s23, s25, s27, s30 .. s32 

State 8 16 s01..s03, s06, s08, slO, sll, s14 .. sl6, s18, s22, s23, s26, s28, s30 

Table 3.6: List of used subjects for 3D emotional states with data length of 4s. 

Emotional Number Subjects 

states of subjects 

State 1 19 s01, s02, s06, s08, slO, sll, s14, s15, 

sl 7, s18, s22,s23, s25 .. s28, s30, .. s32 

State 2 9 s03, s06, s08,s10, s14, s22, s26, s30, s31 

State 3 20 s01..s03, s06, s08, slO, sll, s14, s15, sl 7, 

s18, s22, s23, s25 .. s28, s30 .. s32 

State 4 4 s03, s06, slO, s31 

State 5 9 s0l, s03, s08, sl0, s14, s17, s18, s25, s32 

State 6 10 s0l, s02, s06, s08, sl0, sll, s14, s15, s22, s31 

State 7 8 s02, s17, s18, s22, s23, s25, s27 

State 8 13 s01..s03, s08, slO, sll, s14, s15, s22, s23, s26, s28, s30 

since it is fast and gives good results in the vast majority of cases, such as in [Armstrong et al., 2015], 

[Vahid and Arbabi, 2016], [Nakamura et al., 2018]. The SVM classifier has also been proved to be 

superior to other well known classifiers such ask- Nearest Neighbor and Random Forest [Thanh Noi 

and Kappas, 2018]. So, it would be more comprehensive to conduct experiments using both of these 

common classifiers in this investigation and see how the performance variation of the EBP A system 

changes when users have different experiences toward stimuli in each classifier. 

Therefore, first, we apply the SVDD classifier with the common scenarios when users remain consis

tently like or dislike, familiar or unfamiliar toward stimuli from the enrolment stage untill they log 
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Table 3.7: List of used subjects for 3D emotional states with data length of 5s. 

Emotional Number Subjects 

states of subjects 

State 1 15 s0l, s06, sll, s14, s15, sl 7, s18, s22,s23, s26 .. s28, s30, .. s32 

State 2 0 

State 3 16 sOl, s03, s06, sll, s14, s15, sl 7, s18, s22, s23, s26 .. s28, s30 .. s32 

State 4 0 

State 5 5 s0l, s03, s14, s17, s32 

State 6 5 sll, s14, s15, s22, s31 

State 7 6 s17, s18, s22, s23, s27 

State 8 9 s0l, s03, sll, s14, s15, s23, s26, s28, s30 

into the system. Then, we continue conducting experiments using SVM and compare the obtained 

results when using these 2 classifiers. After that, based on the outcomes, we choose the most suitable 

classification algorithm for an EBPA system when users have different brain states to use for the 

investigation later on. 

Regarding classifier parameters, during the training process for each individual in different mental 

states, 5-fold cross validation was applied and then the best parameters found were used to finally 

train models for that user. The REF kernel function K(x;x') = e-•rllx-x'll 2 was applied with 'Y 

and v training parameters. While v was searched in {0.001, 0.01, 0.1 }, the search range of 'Y was 

{2k : k = 2l + 1, l = -8, -7, ... , 2}. 

3.3.5 Results and discussion 

In regard to investigating the impact of different brain states caused by different user's experiences 

toward the stimuli, we first conduct experiments with the common scenarios when a user remains 

consistently like or dislike, familiar or unfamiliar toward stimuli from the enrolment stage untill they 

log into the system. Figures 3.4 and 3.5 illustrate the EER of the EBPA system when clients were 

in like and dislike affective states of data length from ls to 5s. 

In like state, the performance of the authentication system is consistently better compared to 

when users dislike it, but the difference between the two systems depends on the length of epoch 

data. In the data segments of ls, 2s, and 4s, like state contributes a significant improvement to the 

system compared to dislike state for 3s and 5s data length, the better performance is inconsiderable. 

The results also highlight that the EER has a decreasing trend when the length of epoch data 
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Figure 3.4: DET curves of an EBPA system at the point of the obvious difference in like and dislike 

states using SVDD classifier. 
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Figure 3.5: EERs of an EBPA system when people are in like and dislike affective states using SVDD 

classifier. 

increases regardless of whether a user likes or dislikes the stimuli. 

The influence of familiar and unfamiliar states on an EBPA system is revealed in Figure 3.6. 

The results interestingly show that the system has a significantly better performance when users 
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Figure 3.6: EERs of EBPA system when people are in familiarity and unfamiliarity experiences 

using SVDD classifier. 

feel unfamiliar with stimuli, particularly with longer data length. Similar to like and dislike brain 

states, the longer epoch data that are used, the lower the EER value the authentication system can 

obtain, regardless of familiarity experience. 

There has been controversy about whether the original full-spectrum EEG could be more rep

resentative for its owner than the individual frequency sub-bands. One study [Adeli et al., 2007] 

showed that using sub-bands can even achieve better accuracy since more information of constituent 

neuronal activities may be yielded when analyzing sub-bands separately. Certain changes may be 

amplified in some sub-bands but not in the entire EEG. Inspired by the achieved results, we further 

investigated how different brain wave bands in like, dislike, familiar, and unfamiliar mental states 

provide the contribution in terms of stability or performance to an EBPA system. The data epochs 

of 5s were selected for speculation since it gives good and stable performance when users have dif

ferent experiences toward stimuli and also 5s segment data are commonly chosen in literature such 

as Nguyen et al. [2013d], Nguyen et al. [2013b]. 

The data of the three typical sub bands, namely alpha (4-12Hz), beta (12-30Hz), and gamma 

(30-45Hz) were filtered, the features were extracted, and then separately fed into the classifier. 

Figure 3. 7 presents the performance of the authentication system in different brain states for each 

brain wave band. It can be seen that the system has a remarkable variation in terms of EER 

values on separate EEG frequencies. Additionally, the trend of those variations is consistent with 

the above experimental findings where the frequencies are combined. Also, the figured indicates 
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Figure 3.7: EERs of an EBPA system in separate bands with different brain states in the data length 

of 5s using SVDD classifier. 

that the difference between EERs when users are in familiar/unfamiliar states is dominant on the 

gamma and beta bands compared to that on the alpha frequency while the change in the system's 

performance corresponding to like/dislike states seems more obvious on the alpha band and almost 

inconsiderable on the beta band. One more interesting point is that the system has significantly 

lower EER values with the gamma and beta waves compared to those with the alpha wave regardless 

of the aforementioned brain states. Figure 3. 7 also reveals the variation of EERs on combined bands 

is more obvious than that on individual bands, particularly with like/dislike states. 

As mentioned earlier, we would like to see how the performance variation of EBPA system 

changes when users are in different brain states so that based on the outcomes, we can choose 

the most suitable classifier for the EBPA system. Thus, we continue conducting the experiments 

utilizing the SVM classifier when users have different experiences toward stimuli and compare the 

experimental results between these two classifiers. Figure 3.8 illustrates the EERs of the EBPA 

system using SVM and SVDD classification algorithms when users were in like and dislike brain 

states. Overall, there is a substantial variation in the performance of the system in different brain 

states, regardless of the classification algorithm and data length. Looking at the details, in both 

classification algorithms, the performance of the authentication system in like state is consistently 

better compared to when users dislike it but the size of the difference between the two systems 

depends on the classifier used and epoch data length. Interestingly, at the data length of 3s and 

5s, with SVM algorithm, the variation of EERs in like and dislike states is maximal while with the 
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SVDD algorithm, the difference is almost inconsiderable. 
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Figure 3.8: EERs of the EBPA system when people are in like/dislike state using SVM and SVDD 

clasifiers with epoch data length. 

Regarding the impact of familiar and unfamiliar states, figure 3.9 shows a better performance 

when users feel unfamiliar with stimuli, regardless of the classification algorithm used and data 

length. Similar to like and dislike states, the SVM classifier in familiar/ unfamiliar experiments 

gave overall smaller EERs (EER_mean =0.1733) than the SVDD classifier (EER_mean =0.2106), 

particularly in short data lengths such as ls and 2s. 
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Figure 3.9: EERs of the EBPA system when users are in familiar/unfamiliar experiences toward 

stimuli using SVM and SVDD clasifiers with epoch data length. 

Based on the experimental results, we continue conducting the investigation using the better 

classifier. The SVM algorithm is chosen since from the above comparison, overall, SVM gives a 

better performance for the person authentication system and seems more stable with data length. 

We apply this classifier with all possible scenarios to measure the performance variation of the system 

when users change their feeling toward the stimuli compared to when they register for the system. 

Thus, we conduct all four scenarios for liking instance and three possible scenarios for familiarity as 

we described in the research method section above and the results are as follows: 

Table 3.8: EERs of EBPA system when training and testing with scenarios of liking state. 

ls 2s 3s 4s 5s 

Train_Like, Test_Like 0.097006 0.16678 0.11988 0.16734 0.14104 

Train_Like, Test_Dislike 0.15327 0.19832 0.23769 0.25549 0.23773 

Train_Dislike, Test_Like 0.12182 0.15889 0.14974 0.18014 0.19914 

Train_Dislike, Test_Dislike 0.16501 0.19532 0.25124 0.23188 0.26327 
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Table 3.9: EERs of EBPA system when training and testing with scenarios of familiarity experience 

toward stimuli. 

ls 2s 3s 4s 5s 

Train_Familiar, Test_Familiar 0.14438 0.18251 0.22896 0.20189 0.21173 

Train_ Unfamiliar, Test _Familiar 0.12564 0.11469 0.2062 0.24572 0.24111 

Train_ Unfamiliar, Test_ Unfamiliar 0.11206 0.15088 0.1941 0.18613 0.12035 

Consistent with the outcomes above, the results in all those scenarios confirm that when users 

like or feel unfamiliar toward the stimuli, the EBPA system has significantly lower EER values, 

regardless of whether it is the experience of the user at the enrolment phase or the verification 

phase. However, if users experience like or unfamiliar feelings toward stimuli in both phases, the 

performance of the EBPA system is even better, compared to other scenarios where users experience 

unlike or familiar feeling with stimuli in just one phase. 

In regard to the case when users are in different emotional states, Figure 3.10 illustrates the EERs 

of the EBPA system. Some states in 4 or 5 second segments have a N / A value in the table because 

they have too few subjects or have sufficient subjects but have too few features. The EER values in 

three columns at state 3 are the same because this state is chosen to be the baseline state. Overall, 

there are 2 striking trends revealed from the experimental results. First, there is a trend that using 

the baseline state for training and other states for testing (E2B) produces higher EER values for 

most states, regardless of data length, compared to other scenarios where the same state is used 

for both training and testing (B2B and E2I). It means that if users' emotional states when logging 

into the system differ with that when they enroll, this has a negative impact on the performance of 

the system. Secondly, the EER values of the EBPA system significantly decrease with data length 

in most states, with one exception at State 1. It is consistent with the findings from other studies 

in [Lee et al., 2013] and [Pham et al., 2015b] in which the accuracy of an authentication system is 

positively correlated with the length of data segment. 

The results also show that the performances of the EBPA system differ between different emo

tional states and data lengths. Further, the EER values in the baseline state do not always give the 

best performance, for example, State 1 when used for both training and testing gives better accu

racy. However, State 5 performs worse compared to the baseline state. Data length is also a factor 

causing variation in the performance of EBPA systems. Some states or scenarios give good accuracy 

at long data length but have poorer performance at short ones, and vice versa. For example, at a 

data length of 5s, when training and testing with the same state (E2I), State 5,6, and 7 give better 

performance, compared to when using baseline state (B2B). However, at ls data length, the results 

are the opposite. In addition, the accuracy of the EBPA system seems to depend also on the size of 
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State 1 State 2 State 3 State 4 

828 E28 E21 828 E28 E21 828 E28 E21 828 E28 E21 

l s 0.15383 0.15571 0.1221 0.16064 0.16674 0.14793 0.14991 0.14991 0.14991 0.07191 0.11028 0.09916 

2s 0.1478 0.13989 0.11311 0.13698 0.1392 0.11586 0.15334 0.15334 0.15334 0.09944 0.16847 0.13216 

3s 0 .15933 0.09478 0.11903 0.09831 0.12734 0.08398 0.14573 0.14573 0.14573 0.03669 0.0139 0.00791 

4s 0 .11693 0.18026 0.1664 N/A N/A N/A 0.11665 0.11665 0.11665 0.02371 0.01003 0.00517 

Ss 0 .11058 0.2042 0.13279 N/A N/A N/A 0.10734 0.10734 0.10734 N/ A N/ A N/A 

State 5 State 6 State 7 State 8 

828 E28 E21 828 E28 E21 828 E28 E21 828 E28 E21 

l s 0.1555 0.20386 0.19668 0.16734 0.17876 0.18221 0.14827 0.17011 0.18585 0.14463 0.17585 0.13418 

2s 0.12837 0.18178 0.19792 0.1538 0.12069 0.12986 0.1918 0.15875 0.14758 0.17357 0.22407 0.18335 

3s 0 .06898 0.08745 0.08739 0.15261 0.11855 0.12144 0.16366 0.18805 0.18819 0.1528 0.16977 0.11474 

4s 0.0857 0.07975 0.12174 0.08713 0.13932 0.09702 0.09836 0.12663 0.09316 0.08887 0.1511 0. 14102 

Ss 0.0276 0.0649 0.00962 0.0431 0.07003 0.015 0.05536 0.09961 0.04667 0.11641 0.0585 0.03916 

Figure 3.10: EER values of the EBPA system with different emotional states of three scenarios in 

the segment data from ls to 5s 

the population. The result reveals that the states with less samples (State 2 and 4), have lower EER 

values. This could be explained by the fact that an increased population may cause a biometric 

system to mismatch more easily. This may also be used to support the finding of increasing accuracy 

with longer data length in this study; although it can not be denied that this may be caused by 

other reasons, for example multi-dimensional feature vectors containing more useful information or 

being more stationary. Thus, in this study we try to make a comparison only between groups with 

the same or similar population size (the participants in scenarios of B2B, E2B, and E2I at each state 

with same data length is the same). 

Overall, the main outcome from the experimental results is that the performances of EBPA 

systems vary with different emotional states. This is consistent with the findings in previous work 

mentioned in the literature review, though those researchers investigated emotional states using 

different models and different approaches. For example, the study in [Pham et al., 2015b] looked at 

three discrete emotions of stress, calm, and excitement, and the experiments were conducted using 

EEG signals from the same emotion for both training and testing phases. In another publication 

[Myrden and Chau, 2015] the investigation looks at other discrete mental states, namely frustration, 

attention and fatigue, and their impact on the performance of EEG based BCI systems. In [Vahid 

and Arbabi, 2016], the authors speculated on different affective states using a 2D emotional model 

on identification systems. Having focused on the users' experience toward stimuli and different 

brain states using 3D emotional models, the findings in this thesis highlight and confirm the close 

relationship between brain states and the performance of EBPA systems. 

The above experimental results can be explained by EEG features themselves. PSD and AR fea-
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tures have been widely used in affective recognition studies, such as Wang et al. [2014] and Hatamikia 

et al. [2014]. These features contain the separation patterns of the varied emotions, leading to the 

performance of authentication systems using PSD and AR as features being seriously affected by 

different brain states. Other reasons causing the variation of EERs can be found in previous neu

ropsychological publications. Furthermore, consistent with previous emotion recognition studies, for 

example [Wang et al., 2014], [Hatamikia et al., 2014] in which good emotion classification results 

were obtained in the data length from ls to 5s, in this study, the variation of EERs in authentication 

systems in the like/dislike experiment is also dominant with short data length. This finding is also 

supported by the studies in [Pham et al., 2015b] and [Lee et al., 2013] where the positive correlation 

between the authentication performance and the data length was highlighted. 

Other reasons causing the variation of EERs in authentication systems can be found in previous 

neuropsychological publications. According to [Davidson and Hugdahl, 1995], [Davidson, 1995], and 

huang2012asymmetric, there are different dominances in brain activation at the right hemisphere 

and left hemisphere for negative and positive emotions. This can help to explain why there are 

differences among the accuracy of EBPA systems when users are in different brain states. 

Additional neuropsychological evidence can be seen in [Porjesz and Begleiter, 2003] revealing that 

"familiar stimuli are processed with less neuronal activity than unfamiliar stimuli". This means that 

the brain-waves are more distinct when using a novel task compared to a repeated task and would 

be better representatives for their owner. This helps to explain why EERs of the system when users 

feel unfamiliar with the stimuli are considerably lower compared to when they feel familiar with it. 

Similarly, the better performances of the system on the like state and on the beta band could be 

supported by the outcomes from a newly published work in which the lead author stated that "music 

has the potential to increase beta waves and elicit a more positive emotional state" [I. Karageorghis 

et al., 2018]. This could be understood since in this experiment, the EEG signals of participants 

were recorded using video music stimuli, therefore they were more obvious and distinguishable in 

like state compared to in dislike state. Consequently, the EBPA system identified users using those 

signals more precisely. On the other hand, the alpha band is often evoked during relaxation state 

with closed eyes and performing movements [Sanei and Chambers, 2008] and this could be the reason 

why EERs of the system on alpha band are higher in this experiment when users are stimulated by 

the emotional movies. 

The obtained results suggest some ideas for designing EEG-based person authentication appli

cations in practice. Firstly, the ideal scenario for the best accuracy is that users should be trained 

and tested using the same emotional state. Although this seems unlikely to happen all the time in 

reality, the finding means that users can comfortably choose their preferred emotional state to regis

ter and then try to use that same emotional state as much as they can to log in. Secondly, choosing 
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a suitable stimuli that people like and which makes them feel comfortable plays an important role 

as it provides a positive contribution to the performance of systems. Thirdly, liking the stimuli 

increase usability for users who may ultimately decide the success of the systems, because some 

security systems fail for the very simple reason that people are just not willing to use them. Similar 

to liking the stimuli, unfamiliar stimuli or novel tasks could significantly enhance the performance 

of an EBPA system. So, choosing a user-enrolling task should be carefully considered to target both 

the performance and usability of a person authentication system. The mental tasks that users like 

to perform but not too easily to get bored or too quickly to be familiar with, are encouraged. For 

example, users may recall a nice memory in the last month or think of two things he/she would like 

to do or sing (in his/her head) one sentence from a song he/she has learned recently. 

Some other ideas regarding data length are also introduced. The performance of EBPA systems 

decreases with short data segments regardless of emotional states. Thus, in order to have good 

performance, epoch data length should be of sufficient length. Also, if an authentication system 

aims to not be affected by the user's experience of the stimuli, 5s data length could be a good choice 

since it has both quite a good EER and less variation regardless of whether users like or dislike, 

feel familiar or unfamiliar with the stimuli. Another idea in regard to data length is that data 

lengths that are too short reduce the authentication accuracy, so they should be avoided. However, 

consuming a long time to log into the system can cause inconvience and boredom for users who 

decide the success of the system. Thus, in order to increase usability of an EBPA system, the 

balance between the performance and the duration of eliciting pass-thoughts should be carefully 

considered. 

3.4 Conclusion 

The existing literature has shown the close relationship between EEG signals and mental states. 

Thus, changes in brain state which are caused by different mental states have potentially influenced 

systems that use EEG as the input, particularly EBPA systems. However, the effect of changes in 

mental states has not been thoroughly examined and analyzed. This chapter has investigated the 

stablility of an EBPA system when users are in different brain states which are caused by different 

mental states, with the two most popular instances including users having different experiences 

toward stimuli and user's different emotional states. 

The findings from this study reveal that different brain states do have an impact on the perfor

mance of EBPA systems. The negative effects should be carefully considered when designing real 

world applications to enhance both the usability and the accuracy of the system. For example, we 

should choose log-in tasks that people like but do not find boring or should encourage users to remain 

in the same emotion when registering and logging in, to avoid being denied entry to the system. 

Also, robust warning procedures should be added to EBPA systems in case users are refused by the 

system when they change their feeling toward stimuli or have a completely different emotional state 
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than when they registered to help them understand the reason and be less disappointed. 

Although the results are interesting, there are still questions that need to be answered. Long 

epoch data segments tend to give higher performance for EEG-based person authentication, but 

the research has only investigated the segments from ls to 5s because of the limited length of the 

DEAP dataset videos. Would data segments with a length of more than 5s really provide better 

results? The features and classification algorithm applied in our study are common ones in processing 

EEG signals. Are they the best choices for investigating the influence of varied brain states on an 

EBPA system? As both like state and unfamiliarity have positive contributions to the EEG-based 

authentication system, how can we combine both of them in an integrated system? Answering these 

questions requires additional experimentation on more datasets and it will be one of my future 

research areas. 
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Chapter 4 

The Impact of Other Factors on 

EEG-based Person Authentication 

Systems 

Brain states may be different in many circumstances and affected by not only mental states but 

also other factors such as human characteristics, user's stimulant consumption and user's health 

condition. These factors have potential impacts on the performance of EBPA systems because they 

can cause changes in brain states, and this may elicit different EEG signals, which are the input 

of the system. This chapter investigates the issue and proposes solutions to eliminate the negative 

impacts on the stability of the EBPA system. The chapter is organized as follows. The background 

is provided in Section 4.1 to summarise the issues systematically, although some of these issues 

have already been discussed in the Literature Review. Section 4.2 proposes the EEG-based person 

authentication system with EEG signals that are affected by different factors. There are many 

instances of each factor, so we focus on examining some typical instances of human characteristics, 

stimulant consumption and health condition. Section 4.3 details the experiments and results. Section 

4.4 focuses on an evaluation of the proposed method in terms of EEG-based person authentication 

system performance. The conclusion is presented in Section 4.5. 

4.1 Introduction 

The previous chapter confirms that a significant impact on the performance of EEG-based per

son authentication occurs when users are in different brain states caused by a variety of emotions 

and experiences toward the stimuli. The evidence shows that many other factors such as human 

characteristics, food consumption, and health conditions may also cause different brain states in 
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users while they are operating the EEG-based person authentication system. While stability is a 

fundamental requirement for a person authentication system, the impact of EEG signal changes, 

which are caused by those different brain states, has not received the necessary attention Campisi 

and La Rocca [2014]. The significant issue of ignoring the stability of EEG biometric features was 

emphasized in Holler et al. [2018] in which the authors indicated the heavy impact of factors in

cluding gender, pathology and age on EEG pattern. They found that there were obvious differences 

between pathological groups in which patients with temporal lobe epilepsy gave better accuracy 

than the healthy group. Also, the youngest group had the largest confidence interval for both the 

area under the curve (AUC) and Equal Error Rate (EER). The effect of age on EEG biometric 

systems was also mentioned in Kaur et al. [2017], in which the authors tested the person identifica

tion accuracy on participants in different sections over a time span of just 6 months. The outcomes 

revealed a substantial amount of difference across sections, which meant that users' states of mind 

were affected by temporal distance. Health conditions, particularly epilepsy, have also been proven 

to impact EEG signals in recent studies such as [Fisher et al., 2005], [Phung et al., 2015], [Nguyen 

et al., 2018]. In regard to stimulant consumption, evidence in [Rao et al., 2005], [Giles et al., 2012], 

[Nguyen et al., 2012], and [Nguyen et al., 2018] shows that coffee with caffeine and alcohol have 

significant effects on the human brain conditions. Combined, these interesting findings encouraged 

the research community to investigate further the influence of not only these aforementioned factors, 

but also other factors, on the stability of EBPA system. 

This chapter speculates on that gap by investigating whether human characteristics such as age 

and gender, food consumption, and health conditions influence the accuracy of EEG-based person 

authentication systems while users are in different brain states. The chapter also introduces ideas 

about how the impact of different brain states can be mitigated to ensure the stability of the EBPA 

system. 

4.2 The proposed methods to investigate the impact of other 

factors on the stability of EBP A systems. 

4.2.1 Proposed method to investigate the impact of human characteris

tics on the stability of EBPA systems 

Human characteristics have likely influenced most systems that require users to complete tasks. 

Gender and age are the two most common characteristics that have been widely mentioned in the 

literature ([Holler et al., 2018] [Chiang et al., 2011] [Kaur et al., 2017]). This is the reason why 

researchers generally aim to make their research comprehensive by balancing the proportions of 

gender and age when conducting experiments. Thus, these two traits are chosen to investigate the 

impact of human characteristics on EBPA systems as follows. 

Firstly, the participants are divided into two groups, namely male and female. Each person 
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in each group performs the tasks to elicit EEG data normally but EEG signals corresponding to 

each group are separately pre-processed, features extracted, and fed into the EEG-based person 

authentication system for training and testing. The performance of the system for different genders 

is then analyzed and compared to evaluate the size of the gender characteristic's influence on the 

EEG-based person authentication system. In more detail, the average accuracy of each group is 

calculated and compared to the related group respectively to see how significant the difference is. 

If one group performs considerably better than the other, it means that the instance has an impact 

on the performance of the EBPA system. The reasons for this should be identified and the research 

should focus on the group which has the lower accuracy in order to find solutions to improve it when 

designing real world applications. 

Secondly, the human characteristic factor of age is investigated by grouping participants into 

young and old groups. Similarly to investigating gender, the performance of the EEG-based person 

authentication system in each group is calculated, analyzed, and compared, to evaluate if there are 

any differences. Based on the experimental results, some solutions are introduced to mitigate the 

impact on the EEG-based person authentication system if the performance of the two groups varies 

significantly. 

4.2.2 Proposed method to investigate the impact of user's stimulant con

sumption on the stability of EBPA systems 

Stimulants are believed to have a potential impact on the human brain and have attracted great 

attention from researchers Kahkonen et al. [2003], Rao et al. [2005]. There are a variety of stimulants 

that people may consume in daily life such as drugs, alcohol, coffee, tea, cocaine, etc ... Among those, 

alcohol and coffee are the most common, which a large number of people consume daily, and are 

well-known to have a heavy impact on brain state. Thus, these instances are chosen for this study 

to investigate the impact of user's stimulant consumption on the stability of EBPA systems. 

In order to measure how user's stimulant consumption impacts the performance ofEBPA systems, 

we propose the method as follows. The participants who use the EEG-based person authentication 

system are split into 2 groups for each instance of coffee and alcohol. The first group includes people 

who never drink the stimulant and the other consists of people who drink it regularly. EEG signals 

of each individual are recorded, preprocessed, features extracted and fed into the EEG-based person 

authentication system for training and testing phases normally. The performance variations of the 

EBPA system between these two groups are calculated and compared to each other respectively to 

evaluate the impact of this factor on the stability of the EBPA system. 

Aiming to make the investigation more comprehensive, this study consists of 2 parts; one is an 

examination of the influence of alcohol and coffee within mental states, similar to the method used 

in the first section when we investigated the impact of human characteristics. This means that 

we look at the effect of these instances when users are in different mental states. So, similarly to 
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the first section, we calculate the performance of the EBPA system for these groups based on the 

results of the experiment in the previous chapter when users are in different mental states, and then 

compare it with the corresponding group to evaluate the impact of alcohol and coffee within mental 

states. In the second part, we speculate on the performance variation of these groups on the EBPA 

system regardless of mental state. Due to the availability of the dataset, we are only able to conduct 

this study for the alcohol instance, but not for coffee. So, the group who drink alcohol regularly 

(so-called alcoholic people) and the group who never drink it or drink it very rarely (so-called control 

people) will be examined. 

4.2.3 Proposed method to investigate the impact of user's health condi

tions on the stability of EBP A systems 

In daily life, as a human being, one may experience many types of health conditions such as healthy, 

sick, epileptic, unconscious, coma, etc. These conditions are likely to affect the whole body, so brain 

state is not an exception. Thus, when people have one of these health conditions, it may elicit 

different EEG signals. Therefore, systems which use EEG signals as the input, like EBPA systems, 

may be heavily impacted when users have different health conditions. 

Among those varied health conditions, epilepsy is one of the typical conditions in which EEG 

signal are significantly different between epileptic and healthy people. That could be the reason to 

regularly use EEG signals for early stage epilepsy diagnosis. Due to EEG patterns in healthy people 

being very different to the ones in epileptic people, this study chooses EEG signals with epilepsy 

health condition to highlight the impact of user's health conditions on the stability of the EBPA 

system. 

We recruit participants to create two groups, one includes those who have experienced epilepsy 

and the other group consists of people who have not experienced any type of seizure and are in a 

healthy condition to participate in our study. To be comprehensive, the EEG signals of people in 

both these two groups should be collected when they are in the same condition or doing the same 

task. Doing difficult tasks may be challenging for those who have experienced epileptic seizures, so 

easy tasks should be chosen for this study. Thus, we propose to use EEG signals recorded when 

participants are in the resting state such as eyes closed and eyes opened. Similar to the operation 

of other EEG-based person authentication systems, EEG signals of each person in each group will 

be split into two subsets for training and testing. In the training phase, the training set of a person 

and all the training sets of the other participants in that group are utilized to build the model for 

that person. In the testing phase, the testing data of that person and all the testing sets of the other 

people in that group are used for testing. After calculating the average EER value for each group, 

these averages are analyzed and compared to evaluate the impact of this factor on the performance 

of the EPBA system. 
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4.3 Experiments 

4.3.1 Overview 

The DEAP dataset [Koelstra et al., 2012] is again chosen for this study as it includes the required 

EEG information regarding age, gender, alcohol and coffee stimulant consumption. More detailed 

information about the DEAP dataset can be found earlier in Chapter 3 Section 3.3. Also, the Aus

tralia EEG Database [Hunter et al., 2005] is chosen for this experiment regarding investigating the 

impact of health conditions on the EEG-based person authentication system. The database contains 

EEG records from 40 patients who experienced different types of health conditions including epilep

tic and healthy people for analysis. In addition, the study uses the Alcoholism dataset [Begleiter, 

1997] that consists of 120 people split into two groups of non-alcoholic and alcoholic people for a 

thorough investigation. The summary of the Australian EEG dataset can be seen in Table 4.1 while 

Table 4.2 shows the summary of the Alcoholism EEG dataset. 

Table 4.1: Australian EEG Dataset Description 

Name of the dataset Australian EEG 

Total participants 40 

Number of male participants 20 

Number of female participants 20 

Number of sessions 1 

Number of trials 1 

Task for EEG eliciting Resting state 

The length of each trial (s) 1200 

Number of recording channels 23 

The recording sampling frequency (Hz) 167 

4.3.2 Recording data 

As described in Section 3 of Chapter 3, the DEAP dataset consists of 16 male and 16 female 

participants aged from 19 to 37. Each participant was asked to watch consecutively 40 one-minute 

long clips of a variety of music videos. EEG data were recorded by 32 electrodes at the sampling 

frequency of 512Hz, downsampled to 128Hz. After watching each excerpt, participants self-rated it 

on continuous scales of valence, arousal, dominance, liking and familiarity. 

In regard to the Australian EEG dataset, recording was carried out for 40 subjects. Each subject 

performed a trial for about 20 minutes in the resting state with eyes open and eyes closed. EEG 
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Table 4.2: Alcoholism EEG Dataset Description 

Name of the dataset Alcoholism EEG 

Number of participants 120 

Number of male participants 20 

Number of female participants 20 

Number of sessions 120 

Number of trials 1 

Task for EEG eliciting Exposing to the pictures 

The length of each trial ( s) 1 

Number of recording channels 64 

The recording sampling frequency (Hz) 256 

signals were acquired on 23 electrodes following the standard International System 10-20 electrode 

placements at the sample of 167Hz. The recording was conducted in one session. 

In the Alcoholism dataset, 120 participants were recruited for an original study of the EEG 

signal correlates of genetic predisposition to alcoholism. The pictures of objects selected from the 

picture set of Snodgrass and Vanderwart 1980 were used as stimuli. These pictures were displayed to 

subjects either in a single stimulus or in a pair, which could be identical (called matched condition) 

or different to each other ( called non-matched condition). The measurements were recorded for 

1 second by placing 64 electrodes on participants' scalps following the standard sites at a sample 

frequency of 256Hz. 

4.3.3 Data pre-processing 

The EEG signals from electrodes F3, F4, C3, C4, P3, P4, 01 and 02 were selected according to 

studies in [Nguyen et al., 2013b], [Nguyen et al., 2013d] to obtain good results in person authenti

cation. Also, the frequency bands from 8Hz to 30Hz were focused on, following the experimental 

procedure in the previous chapter. 

Because the instances of gender and age should be investigated within mental states, we use the 

results obtained in the previous chapter to calculate the performance of each group when users are 

in different emotional states and have different experiences toward stimuli. For the former case, the 

scenario that uses the baseline state for training and emotional states for authenticating is chosen 

because it is likely to happen in reality more often. For the latter case, both like and familiarity 

experience cases are studied. The division of experience toward stimuli groups has been mentioned 

in the previous chapter with details: like (liking rating>= 5.0), dislike (liking rating< 5.0), familiar 

(familiarity rating>= 2.5), and unfamiliar (familiarity rating < 2.5). Participants were divided into 
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groups of male and female and 2 groups of young ( <=29) and old(>=30) for investigation. 

The subjects grouped into age and gender within mental states are detailed in the Tables 4.3, 

4.4, 4.5, and 4.6 as below: 

Table 4.3: Subjects belonging to male and female groups. 

Gender Number Subjects 

group of subjects 

Female 15 S02, S03, S04, S08, S09, Sl0, Sll, S13, S14, S15, S22, 

S24, S25, S31, S32 

Male 17 S0l, S05, S06, S07, S12, S16, S17, S18, S19, S20, S21, S23, 

S26, S27, S28, S29, S30 

Table 4.4: Subjects belonging to young (age <= 29) and old (age >= 30) groups. 

Age Number Subjects 

group of subjects 

Age>= 30 9 S0l, S07, Sl0, S12, S21, S26, S27, S30, S32 

Age<= 29 23 S02, S03, S04, S05, S06, S08, S09, Sll, S13, S14, S15, 

S16, S17, S18, S19, S20, S22, S23, S24, S25, S28, S29, S31 

Table 4.5: List of subjects in groups of age and gender in like/dislike states. 

Group Subjects in 

name Like and Dislike states 

Female S02, S03, S04, S08, S09, Sl0, Sll, S13, S14, S15, S22, S24, S25, S31, S32 

Male S05, S06, S12, S16, S17, S18, S19, S20, S21, S23, S26, S27, S28, S29, S30 

Age>= 30 Sl0, S12, S21, S26, S27, S30, S32 

Age<= 29 S02, S03, S04, S05, S06, S08, S09, Sll, S13, S14, S15, S16, S17, S18, 

S19, S20, S22, S23, S24, S25, S28, S29, S31 
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Table 4.6: List of subjects in groups of age and gender in familiar/unfamiliar states. 

Group Subjects in 

name Familiar and Unfamiliar states 

Female S03, S04, S08, S09, Sl0, Sll, S13, S14, S22, 

S24, S25, S31, S32 

Male S0l, S05, S06, S07, S12, S16, S17, S18, S19, S20, S21, 

S26, S27, S28, S29, S30 

Age>= 30 S0l, S07, Sl0, S12, S21, S26, S27, S30, S32 

S03, S04, S05, S06, S08, S09, Sll, 

Age <=29 S13, S14, S16, S17, S18, S19, S20, S22, S24, 

S25, S28, S29, S31 

The stimulants such as alcohol and coffee may have an effect on the feelings of people, but have 

no relationship with the familiarity of a person to a stimuli; therefore, in the following experiments 

which we ran to examine the effect of stimulant consumption on the authentication system, only like/ 

dislike state toward stimuli groups are investigated. Table 4. 7 and 4.8 detail the selected subjects 

belonging to each group of each instance. 

Table 4. 7: Subjects belonging to each alcohol group. 

Acohol Number Subjects 

group of subjects 

Never Alcohol 10 S0l, S02, S04, S05, Sll, S12, S16, S20, S28, S30 

Regular Alcohol 18 S03, S06, S08, S09, Sl0, S13, S14, S17, S18, 

S19, S22, S23, S24, S25, S27, S29, S31, S32 

Table 4.8: Subjects belonging to each coffee group. 

Coffee Number Subjects 

group of subjects 

Never Coffee 13 S03, S05, S07, S08, S14, S15, S18, S19, S20, S21, 

S23, S25, S30 

Regular Coffee 10 S02, S06, S09, S10, S16, S17, S22, S24, S28, S29 
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For the Australian EEG dataset, we simply categorize EEG records into 2 groups of epileptic 

and non-epileptic with 20 persons in each group based on dataset description information. Similarly, 

the EEG signals of 120 subjects in the Alcoholism EEG dataset are grouped into non-alcoholic 

and alcoholic classes for investigating the impact of health conditions on the EEG-based person 

authentication system. 

Based on our findings in the previous chapter and publications, which reveal that an EEG based 

biometric system should avoid too short data length in order to have good and stable performance, 

the experiment in this section mostly focuses on the data length from 3s to 5s. 

4.3.4 Feature Extraction 

Based on the recent publications with impressive results in EEG-based person authentication such as 

Nakamura et al. [2018]; Thomas and Vinod [2018], Autoregressive (AR) and Power spectral density 

(PSD) features were applied. This is also consistent with previous experiments in Chapter 3 when 

investigating the impact of different brain states caused by emotions and experiences towards the 

stimuli. First, signals from the selected 8 channels in the band 8-30 Hz were calculated to obtain 

AR model parameters with order 21, to get an instance of 21 * 8 = 168 features. Then the PSD was 

estimated in the frequencies of 8-30 Hz with the bin 2Hz to give 12 features. Both AR and PSD 

features were combined to make a vector. The feature vectors related to each brain state caused by 

other factors were divided into 60% for training and 40% for testing. 

4.3.5 Classifier 

Support Vector Machine (SVM) and Support Vector Description (SVDD) are dominant in EEG

based person recognition systems as displayed in the Chapter 2 literature review. However, Chapter 

3 experimental results showed that SVM can result in a superior performance of the person authen

tication system and seemed to be more stable with varied data length than SVDD; therefore, only 

SVM is applied in this Chapter. 

Regarding the classifier parameters, 5-fold cross validation was applied and then the best found 

parameters were used to finally train models for that user. The RBF kernel function K(x; x') = 
e-,,llx-x'll2 was applied with 'Y and v training parameters. While v was searched in {0.001, 0.01, 0.1}, 

the search range of 'Y was {2k: k = 2l + l, l = -8, -7, ... , 2}. 
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4.3.6 Results and discussion 

Human characteristics factor 

Figure 4.1 presents the average EER of the EPBA system grouped by age and gender in the cases 

of people liking and disliking stimuli. Similarly, Figure 4.2 illustrates the average EER of the EPBA 

system grouped by age and gender in the cases of people feeling familiar and unfamiliar with stimuli. 

Overall, it reveals that age and gender, the typical representatives of human characteristics, do have 

an impact on the performance of the EBPA system. The experimental results show in both figures 

that regardless of whether people like or feel familiar with stimuli, the female group and the younger 

group (age<=29) gave a substantially better performance compared to the male and the older group 

(age>=30), respectively. 

For the case of people being in different emotional states, we choose the scenario using the 

baseline state for registering and different emotional states for testing, because this is likely to 

happen regularly in reality. The results in this case also have the same outcomes with the case 

of people having different experiences toward stimuli that is described above. As can be seen in 

table 4.3, regardless of emotional states, the female group and the younger group (age<=29) have a 

considerably lower average EER compared to the male and the older group (age>=30), respectively. 

Moreover, in both of the cases of people being in different mental states that we investigate, the 

results are consistent from short data length (ls) to long data length (5s). 

These results are supported by the outcomes from [Holler et al., 2018] and [Kaur et al., 2017] 

that indicated the significant impact of gender and age on the performance of EEG based biometric 

systems. Further, the results regarding sex group are consistent with the findings in [Holler et al., 

2018], in which the authors also found that females gave higher accuracy than males. These findings 

could be explained by outcomes from psychological studies where the authors confirm that women 

have significantly larger occipital beta responses than men [Guntekin and Basar, 2007], and females 

recognize emotions quicker and more accurately than males [Bilalpur et al., 2017]. Also, previous 

studies have indicated that females seem to have hypersensitivity toward emotional stimuli, compared 

to males [Nater et al., 2006]. 

Regarding the lower EER values in younger people compared to the older group, evidence from 

psychological and neuroscience studies about age-related changes in brain activity can help to clarify 

this. The research in [Chiang et al., 2011] shows a considerable age-related trend for frequency, 

position, and amplitude of the alpha band in which the alpha frequency increases in younger people 

and decreases in the older group. Also, in [Grady et al., 2006] the authors observed a gradual age

related reduction of activity in regions with task-related activation. Because the alpha band is one 

of the primary frequencies in our experiments, it could be one of the reasons why the classification 

accuracy of the EBPA system in the younger group is higher. 
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Figure 4.1: EERs of the EBPA system by age and gender when users are in like/dislike state with 

the epoch data length. 
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Figure 4.2: EERs of the EBPA system by gender and age when users are in Familiar/Unfamiliar 

state with the epoch data length. 

Based on the obtained results, some ideas for designing person authentication applications in 

practice are introduced. The older group and the male group have higher EERs than the younger 

and the female group respectively, so more training for these users may be required. Also, choosing 

a user-enrolling task should be carefully considered, particularly for older users and the male group, 

to target both the performance and usability of a person authentication system. 

Stimulant consumption factor 

Table 4.9 illustrates that the group who never consumes alcohol had lower EERs than the group 

who regularly intakes it. On the other hand, the regular coffee drinking group produced a better 

performance of the person authentication system compared to the group that never drink it. Table 

4.4 shows EERs of the EBPA system when people are in different emotional states grouped by 
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State 1 State 2 State 3 State 4 

Female Male O.ge>=3C O.ge<=2 Female Male O.ge>=3C O.ge<=2 Female Male O.ge>=31 O.ge<=2 Female Male O.ge>=31 ~ge<=2! 

ls 0.1273 0 .1819 0.2304 0.1205 0 .1318 0 .2017 0. 1763 0.161 5 0 .1248 0 .175 0.204 0 .1259 0 .1124 0.1087 0. 117 0.1084 

2s 0.1255 0. 1543 0.2095 0.1138 0.1012 0.162 0. 1475 0.1364 0. 1449 0.1626 0.1949 0.1387 0.14 66 0. 1948 0.2255 0.1628 

3s 0.0867 0.1037 0.1536 0.071 2 0.1616 0.076 0.1377 0.1229 0. 1 2 15 0. 1748 0.1635 0.1391 0.0038 0.029 0.0026 0.0167 

4s 0.1698 0. 1 9 1 9 0.2685 0 .1396 N/A N/A N/A N/A 0. 1 204 0. 112 1 0.1724 0.0927 0 .0026 0.0322 0.0079 0.0107 

Ss 0 .1995 0 .2 073 0.2307 0 .1909 N/A N/A N/A N/A 0 .0844 0 .1252 0 .1 118 0 .1053 N/A N/A N/A N/A 

State 5 State 6 State 7 State 8 

Female M a le O.ge>=3C O.ge<=2 Female Male O.ge>=3C O.ge<=2' Female Male O.ge>=31 O.ge<=2' Female Male O.ge>=31 ~ge<=2' 

ls 0.1946 0.2173 0.2548 0.1848 0.1465 0.2207 0.2441 0.1502 0. 1473 0.191 0.2393 0.1398 0 .1798 0. 1726 0.2104 0.1629 

2s 0 .1557 0.2153 0.2373 0.1633 0.111 0.136 0. 1639 0.1083 0.1158 0.2078 0 .1862 0.1488 0. 2 113 0.2354 0.1999 0.23 15 

3s 0.1083 0 .0632 0 .111 0.077 0 .1134 0 .1326 0. 1856 0.101 8 0 .1423 0 .2273 0.1 8 0 7 0 .1913 0 .1339 0.2056 0.2225 0.1522 

4s 0.087 0.0652 0.0978 0.0707 0.1234 0.2028 0.2783 0.1046 0.0948 0.1585 0 .3437 0.0956 0.14 9 0.1545 0.1889 0.1343 

5s 0 .0551 0.0796 0.0677 0.063 0.07 N/A N/A N/A 0 0. 1 245 0.1165 0.0954 0.0501 0.0652 0.0852 0.0452 

Figure 4.3: EERs of the EBPA system using baseline state for training and each emotional state for 

testing (E2B scenario) grouped by age and gender. 

alcohol and coffee with epoch data length. 

Table 4.9: EERs of the EBPA system by alcohol and coffee groups in like/dislike states with the 

epoch data length 

Data State Never Regular Never Regular 

length Alcohol Alcohol Coffee Coffee 

Like 0.079233 0.096392 0.10965 0.077975 
ls 

Dislike 0.14343 0.16805 0.18925 0.14662 

Like 0.12772 0.15921 0.18859 0.10264 
2s 

Dislike 0.1566 0.20248 0.23538 0.161468 

Like 0.089241 0.12026 0.14273 0.078627 
3s 

Dislike 0.23335 0.25143 0.26266 0.20499 

Like 0.1388 0.1745 0.18709 0.13335 
4s 

Dislike 0.22123 0.22247 0.253 0.16504 

Like 0.1199 0.1423 0.15627 0.080945 
5s 

Dislike 0.25369 0.26115 0.29707 0.20477 
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State 1 State 2 State 3 State 4 
Never Regular Never Regular Never Regular Never Regular Never Regular Never Regular Never Regular Never Regular 

Alcohol Alcohol Coffee Coffee Alcohol Alcohol Coffee Coffee Alcohol Alcohol Coffee Coffee Alcohol Alcohol Coffee Coffee 

l s 0.1334 0.1513 0. 1708 0.1190 0.2254 0.1284 0.1749 0.1616 0.1419 0.1426 0. 1477 0.1318 0.0818 0. 1253 0.1246 0.1003 

2s 0. 1035 0.1529 0. 1471 0. 1249 0. 1570 0.1129 0. 1274 0.1378 0.1245 0.1671 0. 1747 0.1314 0. 1452 0.1818 0. 1607 0.1988 

3s 0.0791 0.0955 0.0980 0.0806 0.0479 0.1456 0.1336 0.1178 0.1341 0.1357 0. 1669 0.1318 0.0050 0.0161 0.0037 0.0202 

4s 0.1286 0.1843 0. 1907 0.1592 N/A N/A N/A N/A 0.0689 0.1373 0. 1114 0.1126 N/A 0.0100 0.0000 0.0201 

5s 0. 1550 0.1976 0.2976 0.1360 N/A N/A N/A N/A 0.0833 0.1144 0. 1270 0.0993 N/A N/A N/A N/A 

State 5 State 6 State 7 State 8 
Never Regular Never Regular Never Regular Never Regular Never Regu lar Never Regular Never Regular Never Regular 

Alcohol Alcohol Coffee Coffee Alcohol Alcohol Coffee Coffee Alcohol Alcohol Coffee Coffee Alcohol Alcohol Coffee Coffee 

l s 0. 1565 0.2155 0.2109 0.1977 0.1666 0.1596 0.2175 0.1336 0.1303 0.1669 0. 1649 0.1571 0.1480 0. 1863 0.1817 0.1607 

2s 0. 1937 0.1778 0.2035 0.1572 0.1025 0.1290 0.1383 0.1151 0.1325 0.1683 0. 1854 0.1375 0.1713 0.2673 0.2861 0.1972 

3s 0.0515 0.0982 0.0766 0.0902 0.1305 0.1160 0.1238 0.1244 0.2467 0.1705 0. 1951 0.1644 0.1347 0. 1820 0.1851 0.1595 

4s 0.0637 0.0818 0.0595 0.1120 0. 1151 0.1465 0.2036 0.1033 0.0667 0.1352 0. 1296 0.0504 0.1380 0. 1245 0.1744 0.1146 

Ss 0.0000 0.0811 0.0149 0. 1593 0.0173 0.0709 0. 1450 0.0084 N/A 0.0996 0. 1606 0.0302 0.0547 0.0481 0.0580 0.0209 

Figure 4.4: EERs of the EBPA system when people are in diferrent emotional states grouped by 

alcohol and coffee with epoch data length. 

Further testing the impact of alcohol on the EEG-based person authentication system, the ex

periments conducted on the group of non-alcoholic people and alcoholic people, regardless of mental 

states, show the results of EERs of the system as displayed in Table 4.10. 

Table 4.10: EERs of EBPA system between the alcoholic and non-alcoholic group. 

Alcoholic Number EERs 

group of subjects 

Non-Alcoholic 44 0.12586 

Alcoholic 76 0.13864 

The effects of alcohol on brain activity have been examined widely in health and psychology 

studies. The authors in Kiihkonen et al. [2003] found that drinking alcohol reduces prefrontal 

cortical excitability in humans. This reduction can cause symptoms such as emotional lability and 

lack of attention. That could be the reason why the non-alcohol group has a better recognition rate 

compared to the regular alcohol users in our study. Regarding the effect of coffee, in neuroscience, 

researchers point out that caffeine has significant effects on the human brain. Caffeine can enhance 

behavioural performance during demanding tasks requiring selective attention Rao et al. [2005]. 

This is reflected by the recorded EEG which demonstrated better recognition rate with lower EER 

values. 

Based on the obtained results, some ideas for designing person authentication applications in 

practice are introduced. As opposed to drinking coffee, regularly consuming alcohol tends to give a 
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negative impact on the performance of person authentication systems, so it should be avoided. 

Health condition factor 

Figure 4.5 illustrates the EERs of epileptic and non-epileptic groups. As can be seen in the figure, 

the epileptic group has slightly lower EERs than the non-epileptic group at data length from 3s to 

5s. This finding is consistent with other related studies which investigated the impact of epilepsy 

in other systems using EEG signals as input such as EEG-based person identification [Phung et al., 

2014] and EEG-based cryptographic key generation systems [Nguyen et al., 2017]. The experimental 

results also reveal that epilepsy condition does have an impact on the performance of EBPA systems. 

However, it actually has a positive influence, as the epileptic group gives a higher accuracy than the 

healthy group. This means that people who once experienced seizures are completely welcome to 

use the system without special tuning or training. 

The lower EER in the epileptic group may be explained by the greater difference in the pattern of 

epileptic EEG signals than that of normal EEG signals, making the signals better representative of 

their owner. Therefore, the accuracy rate of matching the registered model with the corresponding 

user of the EBPA system is higher. It may also be supported by the less chaotic and complex 

properties of epileptic EEG signals when compared to non-epileptic EEG signals which was revealed 

in [Kumar and Dewal, 2011] and [Sanei and Chambers, 2008]. This property is believed to be more 

suitable for linear methods such as the Autoregressive model, which is applied as one of the main 

feature extraction techniques in this experiment. Thus, it may help to clarify the higher accuracy 

in the epileptic group compared to the healthy group. 

0.12 

-;;;- 0.1 
er: 
w 
!::', 0.08 
V, 

~ 
"' er: 0.06 

e 
~ 004 "'iii . 
::, 
rr 
w 0.02 

3s 4s 5s 

Data length (second) 

-+- Epileptic -+- Non-Epileptic 

Figure 4.5: EERs of Epileptic and Non-Epileptic groups. 

The obtained results can lead to the preliminary conclusion that there are differences among 

the performance of EBPA systems when users are in different health conditions. It is surprising 
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that the epileptic condition does not at all prevent people who suffer this condition from using 

their pass-thoughts to log in to the EEG- based person authentication system, but even gives them 

more capacity to access it smoothly. This finding can not be generalized for other types of health 

condition, although our study investigates the 2 most typical instances of health condition, because 

each condition may elicit different patterns of EEG signals. We still need to examine each condition 

independently to know how heavily it impacts and whether this impact is positive or negative to 

find the best solution for each circumstance. 

4.4 Conclusion 

This chapter has studied the impact of three factors that may have a potential impact on the per

formance of EBPA systems by examining some representatives for each factor. Due to each instance 

having different properties, the experimental results can not reach a completely comprehensive con

clusion about the impact of these factors. However, they can give us overall knowledge about the 

impact of them on the stability of EBPA systems. Based on the outcomes, we can conclude that 

these factors do have an impact on the performance of EEG-based person authentication systems. 

This effect may range from mild to moderate and may be varied in either a positive or negative way. 

For example, alcohol decreases the accuracy rate but drinking coffee regularly, in contrast, improves 

the performance of the EBPA system. Surprisingly, epileptic condition not only does not reduce the 

accuracy rate of the system but even helps to increase the correct matching rate. We may need to 

investigate each and every instance of each factor separately to see how each circumstance affects 

the performance of EBPA system to have a suitable response for each case. It will be our priority 

task in the near future. 
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Chapter 5 

Conclusions and Future Research 

5.1 Conclusions 

This research has presented an investigation of the stability of EEG-based person authentication 

systems in different brain states. Due to the strong sensitivity of the EEG signal to brain states, 

the research is significant in order to help design a real-world EBPA application which satisfies the 

requirement of security, accuracy and stability. The literature review in Chapter 2 has showed the 

following knowledge gaps related to EBPA systems: 

1. Although the EEG signal with its unique advantages shows great potential for person au

thentication purposes and a variety of pre-processing, feature extraction and modelling techniques 

have been proposed for EEG-based biometric systems, EBPA systems have not been really applied 

in daily applications. One reasons for this is that the performance of EBPA systems might not be 

stable in different circumstances and situations. 

2. EEG signals reflect activities of the brain. In real life, while performing tasks to log into 

an EBPA system, it seems impossible for a user to remain in a mental state that was used in the 

enrolment, instead they are often in different brain states. Everyone has experienced different times 

of feeling happy, excited, sometimes angry, stressed or tired. Moreover, a person can sometimes be 

drunk, sick or under the influence of medication. This raises a concern: "Would a person be correctly 

verified by an EBPA system when he or she is in those different brain states or would that person 

be rejected as an impostor?" Brain states could be different in varied circumstances and affected 

by many factors such as mental state, time, health condition, stimulant consumption and human 

characteristics. Any changes of these components may cause different brain states. But how would 

the changes impact on the performance of the EBPA system and which particular brain states are 

better for an EBPA system? This question is still not well answered. 
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4. Despite the fact that EEG signals reflect the brain state and any changes of brain states 

may elicit different EEG signals, the influence of different brain states on the performance of the 

EBPA system has not received enough attention [Campisi and La Rocca, 2014]. There are very few 

publications studying the impact of mental state and other factors on the stability of EEG biometric 

systems and/or not really focusing on EBPA systems. Moreover, most of them used discrete emo

tions ( [Myrden and Chau, 2015], [Pham et al., 2015b] ) or non-comprehensive emotional dimension 

[Vahid and Arbabi, 2016] to investigate the influence of the aforementioned factors on EBPA systems. 

5. The initial findings from the studies reviewed in literature revealed the close relationship 

between brain state and EEG signals which relates to the performance of EEG-based biometric sys

tems, which has not been systematically and sufficiently investigated. This indicates the importance 

and necessity for the research community to investigate further the influence of different brain states 

on the stability of EBPA systems. 

6. Consequently, no solution has yet been proposed to mitigate the negative impact of different 

brain states on EBPA systems in order to build high and stable security systems. 

This thesis addresses the aforementioned issues to fill the gaps in literature by focusing on the 

three following questions: 

1. What is the impact of different brain states caused by different mental states and other fac

tors such as human characteristics, stimulant consumption, and health conditions on the stability 

of EBPA systems through EEG signals? 

2. Which EEG patterns related to particular brain states are better for an EEG-based person 

authentication system? 

3. How can researchers mitigate the impact of different brain states on the stability of an EBPA 

system? 

The answers for these questions are found in Chapter 3 and Chapter 4. Chapter 3 focuses on the 

impact of mental state with two typical instances, namely emotional state and experience toward 

stimuli whereas Chapter 4 investigates the influence of other factors including human characteristics, 

health condition and stimulant consumption. Regarding the emotional states case, the research 

uses the 3D emotional model to measure and present each emotion and investigate three scenarios 

where an EEG-based person authentication system uses EEG signals of a user in different emotional 

states to build the model for that person in the enrolment phase and to log into the system in 

the verification phase. In terms of the user's experience toward stimuli, the study focuses on two 

common feelings, namely liking and familiarity and looks at the scenarios where an EBPA system 
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consecutively uses EEG signals when the user has different feelings toward stimuli to register and 

to log into the EPBA system. In Chapter 4, two typical instances of each of the aforementioned 

factors are chosen to investigate the impact of these factors. In detail, age and gender are chosen for 

human characteristics, alcohol and coffee for stimulant consumption and epilepsy and healthiness are 

selected for health condition. The performances of the EBPA system with these groups are studied 

and compared to each other respectively to investigate the impact of each factor. Furthermore, as 

at any given time, a person must be in a particular mental state, it is worth investigating the impact 

of these factors within that mental state. So, the research also examines these cases. 

The experimental results revealed that different brain states, which were caused by mental state 

and the aforementioned factors, do have a significant impact on the performance of EEG-based 

person authentication systems and this influence should be carefully considered when designing the 

real world applications. Some striking outcomes from experimental results are as follows. Firstly, 

the accuracy of the EBPA system changes when users are in different emotional states and the 

differences depend on data lengths and scenarios. Secondly, when a user likes and feels unfamiliar 

toward stimuli, the EBPA system has better performance compared to when the user dislikes or 

feels familiar with it. Thirdly, young and female groups have better performance than old and male 

groups respectively. Fourthly, the accuracy of the EBPA system is increased in the group of people 

who drink coffee regularly whereas the performance of the system gets worse in the group of partici

pants drinking too much alcohol. Lastly, the epileptic group actually obtained even better accuracy 

in terms of EEG-based person authentication system performance than the non-epileptic group. 

Based on the experimental results, the answers to the second and third questions are found and 

presented in the discussion section of both Chapter 3 and Chapter 4. The best scenario to achieve 

higher accuracy for an EEG-based person authentication system while ensuring the usability of the 

system is to let the user freely and comfortably choose the stimuli that brings about their preferred 

emotional state during recording EEG signals for enrolment. Also, users should be encouraged to 

use that same emotional state for logging into the system later on. The EEG signal patterns corre

sponding to feeling "like" and "unfamiliar" toward stimuli are better for EBPA systems, so stimuli 

or tasks that people like but are not too easy to be familiar with are encouraged to be chosen for 

evoking"pass-thoughts". Stimulants like coffee actually have the potential to enhance the accuracy 

of EBPA systems so users can feel free to drink coffee regularly. However, users who drink too much 

alcohol can cause a performance deduction of the EBPA system, so a warning about the possibility 

of being rejected by the security system should be given to users who drink alcohol regularly. Male 

and older groups obtain lower accuracy compared to female and younger groups. As a result, more 

training or more carefulness when choosing the tasks for these groups needs to be considered in 

order to improve the accuracy of EEG-based person authentication systems. 

In conclusion, the considerable contribution of this research is that it provides a relatively com-
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prehensive investigation of the stability of EEG-based person authentication systems when users 

are in different brain states, which are caused by the user's different emotional states, the user's 

experience toward stimuli, human characteristics, health condition and stimulant consumption. The 

significance is especially highlighted as EEG signals are closely related to brain states and any 

changes in one of those factors may cause different brain states and thus elicit different EEG signals. 

Consequently, the performance of the authentication system that uses EEG signals as pass-thoughts 

may be unstable in varied circumstances or in different senarios, when users are in different brain 

states. This leads genuine clients to have a high potential of being incorrectly rejected. Based on 

investigation results, the research finds feasible solutions to mitigate the negative impact of different 

brain states on the stability of an EEG-based person authentication system. Moreover, some EEG 

patterns related to particular brain states, that are better for EBPA systems, are identified. From 

that, the thesis introduces some ideas for designing a real-world EBPA system that is not only stable 

and highly secure but also comfortable for the users. 

5.2 Limitations 

This research uses only typical types of modalities, features and classifiers to measure the impact 

of brain states on the performance of the EEG-based person authentication system. Some factors 

may heavily impact when using one specific technique but may have less influence when using other 

techniques. Thus, more experiments on EEG-based person authentication systems with various 

techniques should be conducted. 

To be more comprehensive, the impact of some factors like age, health condition, and stimulant 

consumption should be tested with the same person when they are in different circumstances or 

conditions, for example in different ages and different periods of time when they are in different 

health conditions and when they consume stimulants differently. However, lack of available datasets 

and also potential ethical issues prevent us from studying these cases. 

5.3 Future research 

In order to enhance the stability of an EEG-based person authentication system so that it can be 

applied in real world applications with success, some suggestions for future work are raised as follows: 

• As mentioned earlier, some factors may have a different influence on different techniques, so 

more experiments on EBPA systems that use varied types of techniques need to be conducted 

to choose the best techniques for EBPA systems which give not only high accuracy but also 

stability with different circumstances and conditions. 

• Besides the typical instances of each factor studied in the research, more instances for each factor 

should be examined and more factors that may have an impact on brain state should be 
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discovered in order to have a thorough investigation on the stability of EBPA systems. 

• The experimental results in Chapter 3 show that the "like" and "unfamiliar" experiences of a user 

toward stimuli can obtain a better performance for EBPA systems. Therefore, an exploration 

to find out the best stimuli that can achieve high and stable accuracy but still make the user 

feel comfortable when logging in is encouraged. 

• The findings found in Chapter 4 reveal that male and older groups have lower performance than 

female and younger groups, so paying more attention to these groups should be considered 

when designing real world EBPA systems. Further exploitation of the techniques could be 

explored particularly for these groups in order to enhance the accuracy of EBPA systems. 
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