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Recently, Code Quality (CQ) has become critical in a wide range of organizations and in many areas from
academia to industry. CQ, in terms of readability, security, and testability, is a major goal throughout the
software development process because it affects overall Software Quality (SQ) in terms of subsequent
releases, maintenance, and updates. It is particularly important for the development of safety critical sys-
tems. Existing studies on CQ have several shortcomings in that they are based on incomplete information
about the source code, and tend to focus on only one feature, which is likely to determine the perfor-
mance of the model. Moreover, these considerations often limit obtaining high accuracy because there
is no strong relationship between the input data and the output data. Thus, it is necessary to design an
effective and efficient SQ measurement system for measuring multiple quality factors. To that end, we
propose a deep learning framework that employed a Latent Dirichlet Allocation (LDA) with
Convolutional Neural Networks (CNN), called CNN-LDA, to classify input data into topics that are related
to CQ features and to identify hidden patterns and correlations in programming data. Three SQ metrics
(i.e., readability, security, and testability) and machine learning techniques (e.g., random forest (RF)
and support vector machine (SVM)) are taken into account to validate the proposed model. The proposed
CNN-LDA outperformed its peers across the vast majority of datasets examined. The average overall F-
measure for readability, security, and testability are 94%,94% and 93%. The average overall accuracy for
readability, security, and testability are 93%,93% and 92%. The superiority of LDA-CNN over the other clas-
sifiers was very clear based on a Wilcoxon’s non-parametric statistical test (a ¼ 0:05).
� 2022 The Author(s). Published by Elsevier B.V. on behalf of King Saud University. This is an open access

article under the CC BY-NC-ND license (http://creativecommons.org/licenses/by-nc-nd/4.0/).
1. Introduction

Code Quality (CQ) is a critical component of ensuring the high
quality of software products, as well as an essential component
of the software development process.It ensures that when develop-
ing new software, standards and regulations are consistently met,
and that anything that goes wrong can be corrected before it
becomes a costly and time-consuming error to fix. With a growing
number of businesses shifting their workflows to remote opera-
tions and the pressure on software development teams to get prod-
ucts to market as quickly as possible, it is more important than
ever to have an efficient testing methodology for CQ, and we
should make an effort to improve organization’s Software Quality
(SQ) assurance.

To make a proper evaluation of software, quality characteristics
have been proposed in many quality models. Among the most pop-
ular sources of software product quality are the ISO standards 1,2.
System and software quality requirements and evaluation have
defined quality characteristics and sub-characteristics for software
ral Net-
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Nomenclature

Greek symbols
LDA Latent Dirichlet Allocation
RF Random Forest
SVM Support Vector Machine
CQ Code Quality
SQ Software Quality
CNN Convolutional Neural Networks
DL Deep Learning
LSTM Long Short-Term Memory
ML Machine Learning
IR Information Retrieval
NLP Natural Language Process
BLSTM Bidirectional Long Short Term Memory
TRANSBLSTM The Transformer with BLSTM
gi Log Entropy
A Matrix A
tfij Is the number of occurrences of wi in cj
gfi Is the number of occurrences of word wi in all lines
n Is the total number of lines
tfij Is the number of occurrences of wi in cj
aij Is the total occurrence frequency of word wi in line lj.
PðUjbÞ Dirichlet allocation parameter’s
K Number of topics

P Program is a sequence of w words
b Dirichlet prior concentration parameter of w topic

words distribution
a Dirichlet-prior concentration parameter of P program

topic distribution
h Polynomial parameter
U Polynomial parameter
UðkÞ Is the word distribution of topic k
hðkÞ Is the topic distribution of topic k
zðn;mÞ Is the topic assignment for wðn;mÞ
wðn;mÞ Is the m� th word in the n� th program
Pðwj; h;a;bÞ Program-topics probability distribution
TP True Positive
TN True Negative
FP False Positive
FN False Negative
F1 F-measure
Acc Accuracy
P Precision
R Recall
FMa
1 Average overall (F1)

AccMa Average overall (Acc)
O Time Complexity
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products in order to create a framework for evaluating the presence
of some functionalities. On the other hand, there is a gap with regard
to classification performance, and how to judge the most useful fea-
tures that affect CQ performance (Aniche et al., 2019). It is essential
to predict CQ and to improve accuracy using various datasets to
assist developers in different fields to deal with code at different
times during the software life cycle (modify/read/maintain/test/sec
ure) including for all data types in a range of languages. The predic-
tion of fault-prone modules continues to attract attention due to its
major impact on SQ assurance. One of the most significant goals of
such systems is to accurately identify flaws as early as feasible in
the development process. To predict fault-prone modules, design,
code, and, more recently, requirements metrics have all been used
successfully (Nguyen and Chou, 2021; Syaikhuddin et al., 2018).

The quality of the software is just as important as the software
itself since it affects how well the software will evolve, how much
upkeep will be required, and whether it will be ultimately be
accepted into service. Previous researchers have focused on evalu-
ating one feature, commonly readability (couched in terms of read-
able or unreadable) to judge source code quality. The production of
quality code requires an evaluation of more than one feature and
an establishment of a strong relationship between the input data-
set and the classification results to provide a reliable model that
leads to high Accuracy. In the current research, we focus on three
main features of CQ–readability, security, and testability–due to
their influences on overall SQ in terms of development, subsequent
releases, maintenance, updates, and developing safety–critical sys-
tems. Further, those three features cover all standard criteria of
quality code (Nyári and Kerti, 2021; Kaur and Singh, 2019). Produc-
ing code with high readability, testability, and security is critical in
software development for three reasons:

� It is critical to understand the context of existing code not only
to provide programmers with the context of what other pro-
grammers have written, but also to understand their intent
2

(Källén, 2021). Code production with high readability is funda-
mental in software development, because highly readable code
helps developers to communicate with each other easily so that
programmers can familiarize themselves with what other pro-
grammers have written in addition to understanding their
underlying thinking and development approach (Scalabrino
et al., 2018). Code readability is also essential to support main-
tainability (Riquelme and Gjorgjieva, 2021) and to decrease
maintenance costs since the most substantial and time-
consuming activity within system maintenance is reading code
(Pereira et al., 2019).
� Software security is another feature that protects against risks
and security failures to design and create programs to be safe.
In addition to educating program developers, it illustrates to
engineers, and users on how to develop safe programs (Källén,
2021). Developing and maintaining software security is a com-
plex task, which becomes more complicated when developers
must adhere to specific security requirements for the organiza-
tion. Defects can be introduced into the software throughout its
development period caused by development errors. Undiscov-
ered and latent defects can create security weaknesses at run
time and can be used by hackers to cause severe harm. In addi-
tion to losses from security attacks, these defects also nega-
tively affect maintenance costs. The application of a security
process is therefore essential to discover such errors in the early
stages (Kumar et al., 2019). Additionally, software security must
be designed into the program from the early stage of develop-
ment since characterizing and designing to address deliberate
and accidental attacks are primary to enhancing usable security
(Zhang et al., 2020). The software’s security attributes should
present the ability to protect the software itself as well as the
system from exploitation by an attacker (Alharbi et al., 2021).
� Software testing is one of the primary software activities to
ensure the software systems quality (Garousi et al., 2019).
Testability is therefore an important feature of code regardless
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of whether the components are tested independently or auto-
matically during development and maintenance. To ensure that
the service is fully functional after human intervention, it is
helpful to perform post-installation and post-recovery tests
(Estdale and Georgiadou, 2018).

Since CQ is essential to the success of software programs, it is
critical to select measurement criteria that fit all types of data.
Additionally, previous research did not focus on measuring secu-
rity and testability in an empirical way using expanded datasets
in a range of fields. To address these issues, this paper proposes a
model to evaluate CQ, in terms of readability, security, and testabil-
ity features. The study of CQ has attracted interest to many fields.
Many industries, including software engineering, are interested in
learning more about CQ categorization. Most previous studies cre-
ated ML models based on a set of handcrafted surface-level attri-
butes to classify source code as Readable or Unreadable. In this
research, our goal is to investigate effective strategies to establish
tight links between input and output with the overarching goal
of boosting classification accuracy. We classified CQ by measuring
three attitudes (readability, security, and testability) to manage the
quality of software in all sides (Mi et al., 2021; Wainakh et al.,
2019). Topic Model (LDA) and DL (CNN) approaches were applied
to extract complex features automatically from source code.
1.1. Contributions

The primary contributions of this study are:

� Building a strong CQ system that covers all program attributes
(readability, security and testability).
� Applying an LDA model to convert the input data into topics
that establish strong relation between code line programs.
� Employing a DL algorithm (CNN) to tune the proposed model’s
hyper-parameters on the data set, which achieves high levels of
accuracy.
� Experimenting with 32 datasets which include more than
100,000 lines extracted from open-source projects, and using
all lines of source code in datasets (i.e., not just depending on
a number of code snippets).
� Testing two comparable ML classification algorithms (Random
Forest (RF) and Suport Vector Machines (SVM)) through exper-
imental evaluations.
� The proposed LDA-CNN model was validated against competi-
tive algorithms using a Wilcoxon’s rank-sum non-parametric
statistical test at a significance level of 0:05.

1.2. Organization of paper

The remainder of this paper is organised as follows. The associ-
ated work is proposed in Section 2. Section 3 presents the proposed
model, as well as the original LDA and CNN, and the two classifier
models (RF and SVM). Sections 4 and 5 interpret the experimental
results of the proposed LDA-CNN and the comparison models, as
well as the managerial implication. The overall results are dis-
cussed in Section 6. The conclusions and proposed future work
are concluded in Section 7.
2. Literature Review

This section examines the most recent CQ-based literature
along three primary axes: code readability as shown in Section 2.1,
Section 2.2 provides an overview of security, whereas Section 2.3
discusses existing research on code testability. Furthermore, the
3

significance of ML techniques and DL applications in the context
of software engineering has also been discussed.

2.1. Code readability

Code readability is critical for any software application that
must be kept running for an extended period of time. There are
valid performance and anti-theft reasons to reduce or even obfus-
cate deployed code, but the source with which the team works
should be kept as readable and well-organized as possible. Code
readability, which simply means writing and presenting code in a
way that allows it to be easily read and understood, is one of the
important skills to be mastered by software programmers. Previ-
ous work on code readability can be broadly divided into two cat-
egories: the study of elements that influence code readability, as
well as the creation of general models that reflect code readability.
Many previous studies investigated the determinants of code read-
ability. For example, Scalabrino et al. (2018) predicted readability
of the source code by examining the characteristics to identify
and apply complete identifiers for forecasting code readability
using a set of source code features in lexical analysis. Their studies
showed that textual qualities complement structural ones, and
that combining the structural and textual improved code readabil-
ity accuracy from 74% to 83.3%.

Scalabrino et al. (2019) proposed an Automated Readability
Index which was built to assess text understandability based on
the difficulty of words and sentences with the output compared
to the grade level. The effects of organisation and readability on
various trust-related outcomes were investigated by Alarcon
et al. (2020) in order to determine how the independent variables
interact to predict the code’s trustworthiness perceptions. Their
findings suggested that programmers perceive code differently
when it comes from reputable sources.

Tariq et al. (2020) compared human judgement to readability
indices such as automated readability index (ARI), Simple Measure
of Gobbledygook (SMOG), FOG, which is a well-known and simple
formula for measuring readability, and FKG, and key language con-
structs were identified that influenced code readability. The exper-
iment results showed that the Java language produces more
readable code than C# and C++. They used the SPSS tool to analyse
the results to ensure that the experiments were successful. Accord-
ing to this analysis, Java code is more readable than C# and C++
code. Mi et al. (2018) proposed a model that is based on converting
source codes (input data) into integer matrices. Then, for code
readability classification, the authors used DeepCRM. They com-
pared the proposed method to five cutting-edge models of code
readability. DeepCRM outperformed previous methods with
improved accuracy ranging from 2.4% to 17.2%. ConvNetcR, Con-
vNetTR, and DeepCRM had average overall accuracy of 81%,
75.33%, and 83.53%, respectively. The percentage of improvement
ranged from 2.4% to 17.2 %.

In addition, Mi et al. (2021) suggested strategies for artificially
increasing the size of the training set to avoid overfitting due to
a lack of readability data and to improve classification perfor-
mance. In addition, they investigated the use of Auxiliary Classifier
Generative Adversarial Networks to generate synthetic data. Over-
all, the accuracy was 87.38%. Previous research relied heavily on
handcrafted features based on readability, and the manual feature
processing was typically labour intensive, capturing only partial
information about the source code, which limit the model
performance.

2.2. Code security

Security is a critical non-functional requirement for software.
Therefore, several studies have identified and analyzed its effect
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on CQ. Werner et al. (2021) expanded on their findings by present-
ing practices in the management of NFRs such as putting a number
metric on the NFR, letting someone else manage the NFR, writing
your own tool to check the NFR, and putting the NFR in source con-
trol. They also posed a number of difficulties: not all NFRs are
easily automated, functional requirements are prioritised over
NFRs, and there is a lack of shared understanding of an NFR. There
are several points where our work intersects. Using metrics, for
example, can improve the accuracy of the requirements descrip-
tion, thereby assisting with software verification. Another similar
conclusion is that NFRs cannot always be assessed automatically.
Vidigal Ribeiro et al. (2021) aimed to find moderator factors that
influence security and performance verification and to take actions
to promote them.

Fehrer et al. (2021) addressed the need for automated identifi-
cation of security-relevant commits by proposing a framework for
detecting security-relevant commits using static code analyzers
combined with ML techniques. They developed four distinct
embeddings using off-the-shelf code analyzers (PMD, Checkstyle,
CK, and Progex). They used statistics to see whether the features
of the embeddings differed significantly between security-
relevant and non-security-relevant commits. The embeddings are
then used to train ML models to predict the security relevance of
commits. When looking at the feature, the results showed no sig-
nificant difference in embeddings between security-relevant and
non-security-relevant commits.

2.3. Code testability

The process of automating software package testing is vital to
its success. Software testing is an important aspect of software
package development in order to offer a high-quality software
package that is free of bugs and defects. Srivastava et al.
(2021), Garousi et al. (2020) proposed a framework to build
ML models and determine the testability of programs based on
many source code metrics, the proposed framework used the
coverage of the software Under test provided by different auto-
matically generated test suites. Experiments showed that mea-
suring and predicting software testability had an acceptable
accuracy of 81.94%.

Lin et al. (2019) created a survey that included human authored
and automatically generated test cases from 10 open-source soft-
ware projects to better analyse identifier quality in test code.
According to the survey results, test cases contained low-quality
identifiers, including manually written ones, and the quality of
identifiers in test code is lower than in production code. They also
looked into the use of three cutting-edge rename refactoring rec-
ommends to improve test code identifiers. Garousi et al. (2020)
presented a classification of software-testing studies from which
they collected challenges and insights reported when teaching
software testing. They also presented a reference to extended
knowledge and experience on teaching software testing and they
assisted researchers to realize better training in this field to plan
and deliver their software testing courses effectively, or to perform
more education-related research. Garousi et al. (2020) offered an
overview of the contribution types introduced in the papers, types
of NLP approaches used to use to aid in software testing, types of
input requirements required, and survey of tool support in this
field. Some of the main findings they explored were: (1) only
(11%) of tools in the papers are ready for download; (2) a great pro-
portion of the papers (30 of 67) offered a surface detection to the
NLP sides. Code testing is one of the most important elements of
CQ. If software developers can increase the testability of a particu-
lar program, they will be capable of reducing the cost, raising the
quality of testing activities and, as a result, producing high-
4

quality software. To achieve this, the dependencies of each compo-
nent must be accommodated.

Srivastava et al. (2021) offered a method for predicting the
potential of concurrent software testing at the function level. They
proposed a group of new static code metrics depending on the
unique characteristics of the synchronous software. To assess the
performance of this method, they created a set of testable predic-
tion models that combined both static and test set metrics and
applied to real projects, showing that this method is more accurate
than the current sequencing program metrics. Zhu et al. (2021)
looked at six open-source Java projects to see if testability and
observability metrics were linked to mutation scores. They dis-
cover a correlation between observability metrics and mutation
scores; test directness, which counts how much production code
is directly checked, appears to be a major component. Based on
their findings from the correlation study, they proposed a number
of ”mutation score anti-patterns,” allowing software engineers to
refactor existing code or add tests to improve the mutation score.
They discovered that relatively simple refactoring operations could
improve or increase a mutation score. This survey summarises the
most recent research advances in CQ defect prediction using ML
techniques. The ability to classify CQ and predict program code
with high accuracy has piqued the interest of academics and indus-
try to build accurate classification models. The main difficulties of
the defect prediction problem are defined as a lack of data and the
complexity of the context, and solutions to these problems are
discussed.

In the current study, we observed the latest trends in NLP and
ML models for the CQ defect prediction problem, and we believe
that the implementation of the proposed model would greatly
aid progress, as follows:

� Using self-supervised training on large corpora of unlabeled
data to reduce the size requirements for labelled datasets. Unla-
beled data must also be used for pre-training of related tasks in
order for trained models to have a more in-depth understanding
of the source code. This makes it possible to identify the more
serious flaws.
� By leveraging the most current breakthroughs in ML in NLP in
programming languages, we are already seeing the effective-
ness of these methods to solve diverse code understanding
difficulties.
� A defect is frequently not limited to a single line of code or func-
tion, and there are numerous ways to fix it. For example, a bug
can be fixed either within the function or when calling it. As a
result, the defect no longer has specific coordinates within the
source file. Furthermore, even if it is not an explicit defect, a line
of code can become defective at some point in time.
� A changed context may lead to the fact that the purpose of the
code changes, and, therefore, the old implementation no longer
corresponds to the new requirements or specifications.
� Using more than one feature to predict CQ is crucial to deal with
necessity factors that affected the prediction results.

From the related work, it can be said that, readability, secu-
rity, and testability are the most essential SQ factors to predict
CQ with high performance. So, further research is required to
provide new methods that consider CQ using more than one fea-
ture to assess CQ in a range of different programming languages
with datasets from various fields. The research addressed three
quality features (readability, testability, and security) to judge
CQ. In addition, LDA-CNN model is intended to train a high-
quality centralized model using TM and hyper parameters to
impose obstacles in determining the optimal value across a vari-
ety of datasets.
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3. Proposed Model

The proposed framework is detailed in this section, as shown in
Fig. 1. The LDA-CNN model comprises four main components: (i)
data pre-processing which is a technique for determining the
structure of a model automatically by extracting words and their
categories from a dataset; (ii) topic model; (iii) training and testing
dataset; and (iv) performance classification. This model was cre-
ated to predict CQ, and 32 datasets were used to assess its effec-
tiveness. Firstly, all datasets were prepared by extracting
valuable information for decision-making purposes during the data
pre-processing step. Secondly, the LDA model was applied to
extract topics from the extracted words and software program
structure. Then the output data from the LDA is processed with
CNN. The values of a CNN model’s hyper-parameters are important
since they influence the architecture’s efficiency and behaviour.
The training phase built and applied classification models to distin-
guish between 8 classes ((readable, secure, testable), (readable,
secure, untestable), (readable, unsecure, testable), (readable, unse-
cure, untestable), (unreadable, secure, testable), (unreadable, unse-
cure, testable), (unreadable, unsecure, untestable), and
(unreadable, secure, untestable)). The third phase is to test data
utilizing 10-fold cross validation and evaluate the classification
performance. The following are more details of the four stages:

3.1. Data preprocessing

Data preprocessing is a critical process that efficiently encodes
data and encompasses all activities required to build the final data-
set from the initial raw data. After preparing the dataset as an
input, the following steps are implemented:

� Extract words, types (e.g., methods, classes, number of com-
ments, loops and the number of unique operators and program
length) in each program file from the dataset.
� Compute the occurrence frequencies of words in lines. With the
extracted words, a word-by-line matrix A was created. The
matrix A is made up of m words, i.e.,ðw1;w2; . . . :wmÞin n lines,
Fig. 1. Framework of the
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i.e.,ðl1; l2; . . . ; lnÞ, with the value of each cell aij representing the
total occurrence frequency of word wi in line lj.
� To balance the effect of word frequencies in each line, the log
entropy term weighting method is applied to the original
word-by-lines matrix. This is the foundation for all subsequent
analyses. For the wordbyline matrix A, the log-entropy (gi)
(Cover, 1999; Cinque et al., 2017) equalises the impact of word
frequencies in the source code.
� The principle of log-entropy gi is to extract the most relevant
data terms and measure the average amount of information
from the data.
� In the current experiment, we apply the overall weighting func-
tion to each nonzero element of aij from matrix A.

The overall weighting function converts each cell aij of A to an
overall term with weight gi of wi for the total collection of lines.
Here gi is computed as follows:

gi ¼ 1þ
Xn
j¼1
ðpijlogðpijÞ=logðnÞÞ ð1Þ

pij ¼ Lij=gfij ð2Þ

Lij ¼ logðtfij þ 1Þ ð3Þ
where tfij is the occurrences numbers of wi in cj; gfi is the occur-
rences numbers of word wi in all lines, and n is the total number
of lines.

3.2. Topic models

Latent Dirichlet Allocation (LDA) is a probabilistic model of text
generation that addresses several topics. Blei et al. (2003) proposed
LDA, which is a three-layer Bayesian probability model capable of
detecting semantic topic information in large-scale document sets
or corpora. LDA is a technique for unsupervised ML that has
recently emerged as the preferred method for working with large
collections of text documents. LDA assumes that each program file
proposed methods.
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in a given corpus is represented as a distribution of different topics,
with each topic defined by a distribution over words. Let us begin
by explaining the various terms and parameters of the LDA model,
as depicted in Fig. 2.

The main goal of this research is to find the best model to han-
dle source code while preserving the necessary statistical relations
which are valuable for fundamental tasks (e.g., classification or
prediction) to evaluate source CQ. LDA model has been illustrated
to be credible method in Information Retrieval (IR) (Blei et al.,
2003). In the current research, the optimal numbers of topics and
words were examined to score high prediction results. LDA
employs the polynomial weights over topics as potential random
variables. This reduces overfitting and permits the function of
probabilities to data outside the training aggregation and utilizes
fewer parameters. Fig. 2 shows the LDA model. Algorithm 1 pre-
sents the pseudo-code of the LDA model.

Algorithm1: LDA pseudo code

1: INPUT: Words w and the concepts programs p, w � p
2: OUTPUT: topic assignments z and matrix A
3: Procedure LDA (w,T)
4: begin
5: Randomly initialize z and increment counters
6: for each iteration do
7: fori ¼ 0! N � 1 do
8: Word  w½i�
9: Topic  z½i�
10: np;;nword;topic;� ¼ 1;ntopic� ¼ 1
11: Pðz ¼ kj:Þ ¼ ðnp;k þ akÞn ðk;wþ bwÞ=nk þ b�W
12: topic sample from pðzj:Þ
13: z½i�  topic
14: np;topic� ¼ 1;nword;topic� ¼ 1;ntopicþ ¼ 1
15: end for
16: end for

17: Compute ØðzÞ

18: Compute hp

19: return, ØðzÞ, hp, np;k, nk;w, nk

20: end
6

It is significant to choose an optimal number of topics in the
training phase to gain the best classification results. In this work,
the average F-measure was checked using different numbers of
topics with the CNN model. We determined that the highest F-
measure results by differing the number of topics from 5 to 15.

3.3. Training phase

In the current research, three classifier techniques are applied:
RF, SVM and CNN.

3.3.1. Random Forests (RF)
RF (Breiman, 1996; Liaw and Wiener, 2002) is an effective pre-

diction tool that applies a bagging model to output a randomly
sampled set of training data for each tree. To classify input data,
the RF model combines all results from each tree. RF can handle
both regression and classification tasks, including multi-class clas-
sification, and is relatively fast to train and predict. Furthermore, it
can handle large data sets with noise and high dimensionality, as
well as compute the importance of each variable in the classifica-
tion process. The predictive accuracy of RF is highly sensitive to
hyperparameter values, as it can significantly increase when opti-
mised hyper-parameters are predefined and then adjusted to train-
ing procedure. It is based on the Booststrap sampling method, and
generates N samples from the training dataset at random and
repeatedly. It combines a number of weak classification decision
trees to create a strong classifier, and combines the votes from var-
ious decision trees to select the final class of test objects, which are
then used to build a number of decision trees.

RF is immune to statistical assumptions or preprocessing bur-
den, and it has less variance than a single decision tree. Further-
more, it is more powerful than boosting. Furthermore, it is
capable of overcoming overfitting and performing differential class
weighting, outlier detection, and missing value imputation. In this
study, 7 to 12 trees are used to apply RF for all datasets (we con-
firmed that there was no difference in the classification results, if
we raised the number of trees up to 50).

3.3.2. Support Vector Machine (SVM)
SVM (Vapnik, 2013) is a supervised ML algorithm that can solve

classification and regression problems. Its main use has been to
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solve classification problems. The goal of linear SVM is to find the
best hyperplane that can divide the dataset into two categories. It
divides the dataset into two classes, 0 and 1, which are located on
opposite sides of the hyperplane. SVM is widely used in data
science because it can classify with high accuracy while using
fewer computer resources. This is accomplished by mapping the
primary data from the original input space into a higher dimen-
sional space using the non-linear function. Finding a hyperplane
with the greatest margin in this higher dimensional space > 0 for
discovering the boundaries between the input classes can result
in linear separation of the data. This technique, however, faces
two significant challenges: appropriate primary function selection
and parameter adjustment (Tharwat et al., 2017). Choosing the
best decision plane is primarily viewed logically as an optimization
process that assists a kernel function in determining the ideal
space, wherein categories are frequently separated linearly via a
single non-linear transformation.

3.3.3. Convolutional Neural Networks (CNNs)
CNNs (Pereira et al., 2019) are particular types of neural net-

works with biologically inspired construction and provide power-
ful solutions to the classification problems. Fig. 3 presents a
structure of CNN that consists of a sequence of convolutional, pool-
ing, flatten, and fully connected layers. DL enables mathematical
models with multiple processing units to learn data representa-
tions at various levels of abstraction Alom et al. (2019). In a CNN,
a convolution is explained as a filter. A feature map can be obtained
by using a convolution operation followed by a non linearity to the
input as in Fig. 3.

The goal of convolutional processing is to extract features from
data by dividing a row of data into small subsets and applying the
same operations to these mini-sets. In other words, it attempts to
represent a subset of values by using a single value to represent a
feature. The kernel and strides are critical components of this pro-
cess. The kernel is a collection of constant values that will be mul-
tiplied by each element of the mini-set. The kernel size k is the
same as the size of the mini-set. When using a kernel of size
k ¼ 3, each of the three values is represented by a single value.

Assuming the kernel elements, the corresponding sin wave
array elements, and the output as ½K0;K1;K2�; ½X0;X1;X2�, and
½Y �, respectively, the following equation can be formulated:

Y ¼
X2
i¼0

kixi ð4Þ
Fig. 3. A typical CN

7

This called valid convolution where the output shape is com-
puted by the following equation:

N � F
S
þ 1

� �
;
M � K

S
þ 1

� �� �
ð5Þ

where the data of shape (N;M), the kernel of shape (F;K), and the
stride is equal to S.

The ReLU activation function is widely used in DNNs because it
does not activate all neurons at the same time and also aids in the
solution of the vanishing gradient problem ReLU is used in more
than just the Conv1D layers (Eckle and Schmidt-Hieber, 2019;
Tanaka, 2020). The ReLU activation function is also used in the final
dense (fully connected) layer before the output layer, whereas the
output layer uses a Sigmoid activation function for binary classifi-
cation. The sigmoid functions have the following equation:

f ðzÞ ¼ 1
1þ e�z

ð6Þ

The loss function is computed using the model output and the
data labels; the purpose of the training phase is to minimise the
loss value. The loss is known as the binary cross-entropy since
the model’s binary output is either zero or one, as demonstrated
in the following equation:

l ¼ y logðy0Þ þ ð1� yÞ logð1� y0Þ ð7Þ
where L is the loss for the entire dataset, l represents the loss for one
entry, y denotes the entry label, y0 shows the predicted label for this
entry, and n is the number of entries in the dataset.

L ¼
Xn
i¼0

li

The total time complexity of all convolutional layers is:

Timecomplexity ¼ Oð
Xd

l¼1
nl�1:s2l :nl:m2

l Þ ð8Þ

Here, l denotes the index of a convolutional layer and d denotes
the depth (number of convolutional layers). The number of filters
(also known as ”width”) in the l� th layer is denoted by nl. The
number of input channels of the l� th layer is also known as nl1.
The spatial size (length) of the filter is denoted by sl. The spatial
size of the output feature map is denoted byml. This time complex-
ity applies to 10-fold cross validation, but training and testing data
are not included.
N architecture.
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CNN are very useful for tasks that have inputs in the form of
multiple arrays (e.g., image recognition). So, when the source code
is treated as a two-dimensional matrix of symbols, CNN can be
used to create automatically readable code. In this research, we
have some treatments to set training data for CNN. A topic vector
is created according to the featured words collected in the program
code. After creating a list of topic vectors of all lines, the proposed
CNN are performed in Python 3.7.6. The Adam optimization algo-
rithmwas applied to the trained data (Kingma and Ba, 2014) which
is highly recommended as a DL application for optimization. The
learning rate is set to 0:001 at the start and is adjusted during
training. To reduce the network’s misclassification error, weights
and biases were adjusted, and the widely used cross-entropy loss
was used for the classification problem: where N = 75 is the num-
ber of training instances used in one iteration (i.e., the batch size),
M = 8 is the number of classes (readable, secure, testable), (read-
able, secure, untestable), (readable, unsecure, testable), (readable,
unsecure, testable), (readable, unreadable, secure, untestable).
Before being sent to the network, the training data is randomly
mixed. A dropout with probability 0.5 was used to prevent over-
fitting.
4. Experimental Results and Comparisons

This section explain the experimental results of the proposed
model LDA-CNN.The datasets used to verify the efficacy of the pro-
posed model are described in SubSection 4.1 and the parameters
employed in working environments presented in SubSection 4.2.
In SubSection 4.4 is explained, the performance metrics. The over-
all prediction results of LDA-CNN and the comparative models for
readability, security and testability features are explained in
SubSections 4.5,4.6,4.7, and 4.8.The models were evaluated using
10-fold cross-validation to train, and test datasets. The results of
Wilcoxon’s rank-sum test are discussed in SubSection 4.10.

4.1. Dataset description

The datasets were taken from the open-source software pro-
jects (https://sourceforge.net/ and https://github.com/). Firstly, 12
datasets were used as shown in Table 1. Code snippets were col-
lected from previous research (Mi et al., 2018). As shown in Table 1,
based on a model proposed by Buse and Weimer (2009), ’D_Buse.,
represents a set of local code attributes to symbolize code readabil-
ity. Dorn’s model ”D_Dorn”(Dorn, 2012) focused on building a uni-
versal model for code readability. Furthermore, the model of
Scalabrino et al. (2016), ’D_Scalabrino’ introduced a set of textual
attributes aimed at identifiers and comments. Datasets introduced
by GitHub come from many databases in various disciplines.
GitHub hosts source code projects in a variety of different pro-
Table 1
Outline of the datasets.

Category Source Dataset

DCRS DBuse (Buse
Labeled by DDorn

human annotators DScalabrino (Sca
SourceForge DHyperSQL

GitHub DHibernate Object R
DOSS DJetry Web

Labeled by DJUmit Unit
(automated tools) DMaven Bui

DQuartz
DSpring J
DLog4j Apac
DStruts Web A
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gramming languages and keeps track of the various changes made
to every iteration. Here we use 8 datasets from (https://github.-
com/), that were proposed from previous study (Mi et al., 2018).
4.2. Parameters settings

It is critical to select the optimum model architecture by train-
ing multiple models and selecting the best results. Therefore, in the
current research, the hyper-parameters are usually searched in a
trail-and-error manner within a small sample space. A typical
CNN has dozens of hyper-parameters that influence the network’s
learning process, including learning rate, the number of filters, fil-
ter size, number of hidden layers, and batch size. The proposed
model has nine layers (the input layer which just transfers the
input to the first Conv1D layer). The model has three Conv1D lay-
ers, each followed by a max-pooling layer that accounts for 70% of
the model. Table 2 shows the hyper-parameters in our
architecture.
4.3. Performance classification

In this paper, the data set has been divided into 90% training
and 10% for testing, as presented in Fig. 4. Further, the training data
set is divided into two subsets, the training and validation subsets,
in which they used to tune the model hyperparmeters and create
the final model. In this paper, 10-fold cross-validation was applied
to evaluate the prediction performance and to set the model hyper-
parameters. That means the training process is carried out 10
times, with each time the training is conducted on randomly
selected 90% of the training dataset, while the remaining 10% used
for validation. After training and validation, the effectiveness
(Accuracy and F-measure of the proposed or final model has been
evaluated by applying it directly to the unseen testing data). Note,
the testing data does not contain any elements that have been used
in the training or in the validation process. The proposed model
was run 20 times the results were averaged. Also, the proposed
model has been compared with BLSTM and TRANS-BLSTM models.
Bidirectional Encoder Representations from Transformers (BERT)
has recently demonstrated cutting-edge performance on a wide
range of NLP applications, including sentence categorization,
machine translation, and question answering. Bidirectional Long
Short Term Memory (BLSTM) was the primary modelling architec-
ture for neural machine translation and question answering prior
to the transformer era (Vaswani et al., 2017; Devlin et al., 2018).
The transformer with BLSTM (TRANS-BLSTM) (Huang et al., 2020)
includes a BLSTM layer incorporated into each transformer block,
resulting in a joint transformer and BLSTM modelling framework.
Reference Total Total
# of Code lines # of selected lines

and Weimer, 2009) 100 50
(Dorn, 2012) 360 60

labrino et al., 2016) 200 100
HyperSQL 4017 2009

elational Mapping Tools 12,254 6127
Container and Clients 7661 3831
Testing Framework 1128 564
ld Automation Tool 1901 951
Job Scheduler 1065 533
2EE Framework 14,345 7173
he (Logging Utility) 3052 1526
pplication Framework 3742 1871



Table 2
hyper-parameters of RF, SVM, and CNN.

Model hyper-parameters Value

RF Number of trees 10
Max_depth 2
Max_features 8
Min_sample_split 6
Min_samples_leaf 1

SVM kernel Function RBF
Polynominal kernel 2
Sigma in the RBF kernel 0.25
The degree in kernal function 3
Coast Factors 5
Coache size 500 MB
Gamma 2�15

CNN Number of filters of Conv1D 1 32
Pool Size of Maxpool 1 6
Number of filters of Conv1D 2 128
Pool Size of Maxpool 2 7
Number of filters of Conv1D 3 256
Pool Size of Maxpool 3 5
Number of Dense layers 3
Dense neurons 1 512
Dense neurons 2 256
Dense neurons 3 46
Dense neurons 4 32
Optimizer Adam
Activation RELU
Learning Rate 0.001
Batch size 46
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4.4. Evaluation criteria

F-measure and Accuracy (Yang and Liu, 1999) are applied to
measure the effectiveness of the classification results. F-measure
provides a single score that balances both the concerns of Precision
ðPÞ and Recall ðRÞ in one number.

Let d is the datasets, where 1 6 i and i 6 n, and
F ¼ fR;uR; S; iS; T;uTg be the set of features (where R refers to read-
ability, uR to unreadability, S to security, iS to insecurity, T to testa-
bility, and uT to untestability).

The F1 outcome of the classification problem can be calculated
by Recall ðRÞ and Precision P

Pf ¼ TPf

TPf þ FPf
ð9Þ
Fig. 4. Training and testing processes o
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Rf ¼ TPf

TPf þ FNf
ð10Þ

where TP represents number of readability/security/testability
instances correctly classified as readable/security/testability.

FP is the number of readability/security/testability instances
incorrectly classified as readability/security/testability.

TN refers to the number of unreadability/insecurity/untestabil
ity instances codes correctly classified as unreadability/insecur
ity/untestability. FN is the number of unreadability/insecurity/unt
estability instances incorrectly classified as unreadability/insecur
ity/untestability.

TPf ¼ fdijobsðdi;predðdiÞÞ ¼ 1g

FPf ¼ fdijobsðdi; predðdiÞÞ ¼ 0g

FNf ¼ fdijobsðdi; !predðdiÞÞ ¼ 1g

TNf ¼ fdijobsðdi; !predðdiÞÞ ¼ 0g

Precision ¼ TP
TP þ FP

Recall ¼ TP
TP þ FN

Here, n refers to number of datasets, and Y is a subset of F4. Let
obsðdi;YÞ be a function that returns 1; if the feature of dataset
included in Y, 0 otherwise. Meanwhile, let predðpiÞ be a function
that returns a set of features only including a predicted category
for dataset di;!pred (pi) returns a complement of predðdiÞ. Recall
ðRÞ and Precession ðPÞ are calculated for each feature. Then F1 for
each feature is calculated, and FMa

1 is gained by the average of F-

measure values for each dataset in Eq. 11, and AccMa is gained by
the average of accmeasure values for each dataset in Eq. 11

F �measure ¼ 2 � ðPrecision � RecallÞðPrecisionþ RecallÞ ð11Þ

Accuracy ¼ TP þ TN
TP þ TN þ FP þ FN

ð12Þ
f the proposed and other models.



Table 3
F-measure values of readability results for RF, SVM and CNN with and without LDA.

Dataset RF SVM CNN LDA-RF LDA-SVM LDA-CNN

DBuse 0.78 0.84 0.85 0.9 0.82 0.96
DDorn 0.77 0.84 0.87 0.91 0.84 0.95

DScalabrino 0.79 0.82 0.87 0.92 0.84 0.96
DHyperSQL 0.74 0.78 0.88 0.9 0.84 0.95
DHibernate 0.77 0.8 0.9 0.91 0.85 0.93
DJetry 0.74 0.77 0.83 0.88 0.79 0.92
DJUmit 0.73 0.76 0.84 0.9 0.79 0.96
DMavn 0.75 0.79 0.84 0.89 0.78 0.97

DQuartz 0.74 0.79 0.84 0.89 0.79 0.94
DSpring 0.77 0.81 0.86 0.9 0.83 0.95
DLog4j 0.78 0.8 0.82 0.91 0.87 0.95
DStruts 0.77 0.82 0.85 0.9 0.8 0.95
Overall 0.76 0.80 0.85 0.82 0.90 0.95

Table 4
F-measure values of security results for RF, SVM and CNN with and without LDA.

Dataset RF SVM CNN LDA-RF LDA-SVM LDA-CNN

DBuse 0.75 0.79 0.82 0.91 0.85 0.95
DDorn 0.74 0.8 0.83 0.9 0.85 0.94

DScalabrino 0.75 0.78 0.8 0.92 0.86 0.97
DHyperSQL 0.7 0.76 0.8 0.9 0.86 0.94
DHibernate 0.71 0.77 0.83 0.9 0.88 0.93

DJetry 0.7 0.77 0.82 0.92 0.83 0.96
DJUmit 0.7 0.76 0.8 0.91 0.83 0.96
DMaven 0.72 0.77 0.8 0.9 0.84 0.94
DQuartz 0.71 0.79 0.82 0.89 0.85 0.93
DSpring 0.74 0.8 0.83 0.88 0.85 0.92
DLog4j 0.73 0.77 0.83 0.91 0.86 0.94
DStruts 0.75 0.78 0.83 0.9 0.86 0.94
Overall 0.73 0.78 0.90 0.82 0.85 0.94

Table 5
F-measure values of testability results for RF, SVM and CNN with and without LDA.

Dataset RF SVM CNN LDA-RF LDA-SVM LDA-CNN

DBuse 0.72 0.79 0.82 0.82 0.85 0.94
DDorn 0.73 0.80 0.84 0.8 0.87 0.92

DScalabrino 0.74 0.82 0.84 0.82 0.87 0.96
DHyperSQL 0.73 0.78 0.84 0.82 0.88 0.95
DHibernate 0.73 0.76 0.78 0.78 0.80 0.89

DJetry 0.69 0.77 0.82 0.77 0.87 0.94
DJUmit 0.73 0.76 0.8 0.8 0.84 0.96
DMaven 0.75 0.79 0.81 0.81 0.84 0.95
DQuartz 0.74 0.79 0.79 0.79 0.84 0.94
DSpring 0.77 0.81 0.83 0.81 0.86 0.93
DLog4j 0.78 0.80 0.85 0.81 0.88 0.95
DStruts 0.74 0.79 0.82 0.82 0.85 0.94
Overall 0.74 0.79 0.90 0.80 0.85 0.94
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Note, in this paper, all the presented results are for the unseen
testing dataset that does not contain any element from the training
and validation data sets.
4.5. Comparison of RF, SVM and CNN with and without LDA

Tables 3, 4 and Table 5 show the F1 results of readability, secu-
rity, and testability, respectively, using 12-datasets (as shown in
Table 1) for all lines of source code using RF, SVM and CNN models,
with and without the LDA model. It is clear from Table 3, for the
models without LDA, CNN has the best results for readability with
F1 equal to 85%, followed by SVM with F1 equal to 80%. The RF
10
model without LDA has the worst results with F1 equal to 76%.
The overall readability results after applying LDA has been
improved for all models. From Table 3, it is clear that the model
LDA-CNN has the best obtained results with F1 equal to 95%, fol-
lowed by (SVM-LDA) with F1 equal to 90%, and LDA-CNN has the
worst results with F1 equal to 95%. It is clear that the use of LDA
improves the performance of all models.

Table 4 shows, for models without LDA, that the CNN model
obtains the best results for security with F1 score equal to 90%, fol-
lowed by SVM with F1 score equal to 78%. F performs the worst
with F1 score equal to 73%. The overall security results after apply-
ing LDA have been greatly improved. It is clear from Table 4 that,
RF + LDA model has the least F1 score value (F1=82%). The model



Fig. 5. F-measure results for testing for readability for RF, SVM and CNN with and without LDA.

Fig. 6. F-measure results for testing for security for RF, SVM and CNN with and without LDA.
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(SVM + LDA) comes second with F1 score value equal to 85%. The
overall security results for the model (LDA + CNN) have the best
results with F1 score equal to 94%.

As shown in Table 5, for models without LDA, the CNN model
obtains the best testability results with F1 score equal to 90%, fol-
11
lowed by SVM with F1 score equal to 79%. RF performs worst with
F1 score equal to 74%. The use of LDA with the models boosts the
results of the F1 measure. It is clear from Table 4 that, RF-LDA
model has the least F1 score value (F1=80%). The model (SVM-
LDA) is second with F1 score value equal to 85%. The overall secu-



Fig. 7. F-measure results for testing for testability for RF, SVM and CNN with and without LDA.

Table 6
Overall readability results with LDA-CNN model.

Dataset For number of Code Snippets for all lines of source code

R P F1 Acc R P F1 Acc

D_Buse 0.921 0.949 0.935 0.935 0.970 0.956 0.963 0.950
D_Dorn 0.893 0.929 0.911 0.910 0.957 0.944 0.950 0.930
D_Scalabrino 0.894 0.949 0.921 0.920 0.974 0.950 0.962 0.940
D_HyperSQL 0.925 0.942 0.933 0.930 0.940 0.952 0.946 0.910
D_Hibernate 0.957 0.926 0.941 0.945 0.957 0.957 0.957 0.940
D_Jetry 0.911 0.929 0.920 0.920 0.911 0.947 0.929 0.892
D_JUmit 0.922 0.931 0.927 0.925 0.962 0.949 0.955 0.930
D_Maven 0.929 0.948 0.939 0.940 0.976 0.965 0.971 0.950
D_Quartz 0.924 0.951 0.937 0.935 0.929 0.952 0.940 0.900
D_Spring 0.962 0.952 0.957 0.955 0.963 0.975 0.969 0.950
D_Log4j 0.876 0.948 0.911 0.910 0.952 0.952 0.952 0.920
D_Struts 0.885 0.920 0.902 0.900 0.940 0.952 0.946 0.910
Overall 0.921 0.949 0.935 0.935 0.955 0.954 0.954 0.928
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rity results for the model (LDA-CNN) have the best results with F1

score equal to 94%.
As further analysis, the values of F1 measure for readability,

security and testability are plotted for all models in Fig. 5–7,
respectively. The average overall F1 for LDA has the higher results
with RF, SVM and CNN models. LDA with CNN model has the best
results for all datasets. Based on this finding, the remainder of the
results analysis section in this paper only highlights the perfor-
mance of CNN model with the LDA.

4.6. Code readability classification on multiple datasets

In this section, LDA with CNN is used to classify the code based
on the readability. Table 6 presents the Recall, Precision, F-
12
measure, and Accuracy of the readability results for 12 data sets
obtained using LDA with CNN model. The overall R, P, F1 and Acc
for the number of code snippets are 92.1%, 94.9%, 93.5% and
0.93.5%, respectively. D_Spring has the best obtained results with
the values of R, P, F1 and Acc equal to 96.2%, 95.2%, 95.7%, and
95.5%, respectively. D_Struts obtains the worst results with the val-
ues of R; P; F1 and Acc equal to 88.5%, 92.0%, 90.2% and 90.0%,
respectively. The number of code snippets of D_Spring was 7.173
and the total number of code lines was 14.345. This means that
D_Spring reflects topic models related to the readability feature,
while D_Struts does not contain an appropriate number of lines.
The number of code snippets was 1871 from a total number of
lines of 3742 that is used to addresses the readability. Regarding
all lines of source code, the overall readability results for R, P, F1



Table 7
Comparative results for readability.

Mi et al. (2018) Mi et al. (2020) Proposed models

ConvNetcR ConvNetTR DeepCRM GANs LDA-RF LDA-SVM LDA-CNN

F_1 82.3 77.3 83.8 - 82.0 90.0 93.5
Acc 81.0 75.3 83.5 87.38 84.3 91.4 95.5

Table 8
Overall security results with LDA–CNN model.

Dataset for the number of Code Snippets for all lines of source code

R P F_1 Acc R P F_1 Acc

D_Buse 0.940 0.955 0.947 0.930 0.901 0.948 0.924 0.925
D_Dorn 0.931 0.944 0.937 0.910 0.876 0.929 0.902 0.900
D_Scalabrino 0.962 0.974 0.968 0.950 0.903 0.939 0.921 0.920
D_HyperSQL 0.926 0.949 0.938 0.900 0.916 0.942 0.929 0.925
D_Hibernate 0.942 0.915 0.929 0.900 0.924 0.924 0.924 0.930
D_Jetry 0.974 0.950 0.962 0.940 0.881 0.927 0.904 0.905
D_JUmit 0.962 0.949 0.955 0.930 0.924 0.951 0.937 0.935
D_Maven 0.920 0.964 0.941 0.900 0.949 0.949 0.949 0.950
D_Quartz 0.946 0.921 0.933 0.900 0.961 0.952 0.957 0.955
D_Spring 0.929 0.951 0.940 0.900 0.971 0.953 0.962 0.960
D_Log4j 0.938 0.950 0.944 0.910 0.942 0.951 0.946 0.945
D_Struts 0.932 0.907 0.919 0.880 0.951 0.924 0.937 0.935
Overall 0.942 0.944 0.943 0.913 0.924 0.941 0.932 0.932
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and Acc are 95.5%, 95.4%, 95.4% and 92.5%, respectively. For R val-
ues, D_Maven obtains the best results, with a value equal to 97.6%,
for P values D_Spring obtains the best results with a value equal to
97.5%, for F1 score, D_Maven obtains the best results with a value
equal to 97.1%, and for Acc values, D_Buse, D_Maven and D_Spring
obtains the best results with a value equal to 95%. D_Jetry has the
worst classification results (i.e., R = 91.1%, P = 94.7, F1=92.9%, and
Acc = 89.2%) and did not contain all topics relating to readability.

Table 7 compares the results of the proposed approach with
three previous models fromMi et al. (2018). Those models are Con-
vNetcR (character level representation), ConvNetTR (taken level
representation) and DeepCRM (DL-Based Code Readability). (Mi
et al., 2021) examined the 12 data sets using Generative Adversar-
ial Networks (GANs) model. The average overall Acc was 87.38%
using only the readability feature. As can be observed, compared
to two other existing works, the proposed LDA-CNN outperforms
all others. Notably, the comparison against other works are carried
out only based on the readability’, since all previous authors had
only considered this term to evaluate CQ.

4.7. Code security classification on multiple datasets

In this section, LDA with CNN is used to classify the code based
on the security. Table 8 shows the overall security results using
Table 9
Overall testability results with LDA–CNN model.

Dataset for the number of Code Snippets

R P F1

D_ Buse 0.929 0.956 0.942 0
D_ Dorn 0.900 0.940 0.920 0

D_ Scalabrino 0.974 0.950 0.962 0
D_HyperSQL 0.940 0.952 0.946 0
D_Hibernate 0.913 0.863 0.887 0

D_Jetry 0.948 0.936 0.942 0
D_JUmit 0.962 0.949 0.955 0
D_ Maven 0.935 0.960 0.947 0
D_Quartz 0.925 0.949 0.937 0
D_Spring 0.913 0.948 0.930 0
D_Log4j 0.947 0.947 0.947 0
D_Struts 0.934 0.947 0.940 0
Overall 0.935 0.941 0.938 0
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number of code snippets and all lines of source codes. The average
overall R, P, F1 and Acc were over 90%. All data sets achieved high
results. In terms of the number of code snippets, the overall R, P, F1

and Acc for number of code snippets are 94.2%, P = 94.4%, 94.4%,
and 91.3%, respectively. D Scalabrino gained the highest results
with the values of R, P, F1 and Acc are equal to 96.2%, 97.4%,
96.8%, and 95.0% respectively. D_Struts obtained the worst results
with the values of R, P, F1 and Acc equal to 93.2%, 90.7%, 91.9% and
88.0% respectively. Regarding all lines of source code, the overall
security results for R, P, F1 and Acc are 92.4%, 94.1%, 93.2%, and
93.2% respectively. D_Spring has the best results (p = 0.971,
R = 0.952, F1= 0.962, Acc = 0.960), while D_Jetry has the worst clas-
sification results. The overall security results for R; P; F1 and Acc are
88.14%, 92.7%, 90.42%, and 90.5%.

4.8. Code testability classification on multiple datasets

In this section, LDA with CNN is used to classify the code based
on testability. Table 9 presents the R; P; F1, and Acc of the testability
results for 12 data sets obtained using LDA with CNN model. The
overall R, P, F1 and Acc for the number of code snippets are
93.5%,94.1%,93.8%, and 90.7%. D_JUmit has the best results
R = 0.962, P = 0.949, F1= 0.955, Acc = 0.930. With regard to all lines
of source code, the overall testability results for R, P, F1 and Acc are
for all lines of source code

Acc R P F1 Acc

.920 0.901 0.948 0.924 0.925

.890 0.876 0.929 0.902 0.900

.940 0.891 0.947 0.918 0.920

.910 0.942 0.942 0.942 0.940

.840 0.893 0.929 0.911 0.910

.910 0.911 0.929 0.920 0.920

.930 0.901 0.910 0.905 0.905

.920 0.924 0.904 0.914 0.920

.900 0.886 0.949 0.916 0.915

.892 0.874 0.951 0.911 0.905

.920 0.905 0.950 0.927 0.925

.910 0.882 0.900 0.891 0.890

.907 0.899 0.932 0.915 0.915



Table 10
New datasets and obtained results.

Category Dataset Number of code lines

Computer Science d1 Dcomputer science-master 15246
d2 D software master 20667
D3 D neural_artistic_style-master 18254
D4 DMIT600x-master 6051

Education D5 Djiovluci66849/2018CSP 1682
D6 Dlearningequality/kolibri 6372
D7 DCTFd-master 4.522
D8 Doppia-develop 16870
D9 Dpyslet-master 18.485
D10 Deducation 15117
D11 dsoftware-education 4417

Software Developing D12 Dwub-master 4519
D13 Dblt-develop 1263
D14 DSDK-master 1351
D15 Dsnl-quest 2137
D16 d detective.io 5741
D17 D magenta 16081
D18 D artshow-jockey 9880
D19 D chronam-master 25786
D20 D eventoL-master 32234

Fig. 8. Overall F1 results for testing for readability, security and testability classification using 20 new datasets.
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89.9%, 93.2%, 91.5%, and 91.5% respectively. DHyperSQL has the
best results of R, P, and F1 equal to 94.2%, 94.2% and 94.0% respec-
tively. For R values, D_HyperSQL obtains the best results, with a
value equal to 94.2%, for P values D_Spring obtains the best results
with a value equal to 95.1%, for F1 score, D_HyperSQL obtains the
best results with a value equal to 94.2%, and for Acc value,
14
D_HyperSQL obtains the best results with a value of 94%. D_JStruts
has the worst classification results (i.e., R = 82.2%, P = 90.0%,
F1=89.1%, and Acc = 89.0%) since it did not contain all topics
relating to testability.

The proposed model was further applied to 20 new data sets
provided by open-source software projects (https://github.com)



Fig. 9. Average overall FMa
1 for testing for 12 datasets.

Fig. 10. Average overall FMa
1 for testing for 20 datasets.
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using Python and Java languages, covering all parameters with
multiple fields, multiple dimensions. The data sets related to com-
puter science, education, software development and art fields as
shown in Table 10. The main goal is to examine the effect of the
proposed model with various fields in dataset.

Fig. 8 shows the overall F-measure for readability, security and
testability using LDA-CNN models for 20 datasets using all lines
15
source code. All the results are between 90% and 95%. Fig. 9 dis-

plays the average overall FðMaÞ
1 for readability, security, and testabil-

ity using number of code snippets and all lines of source code for

12 data sets. The average overall FðMaÞ
1 for readability, security,

and testability is 92.6%, 93% and 91.5% respectively for number
of code snippets, and 94.8%, 94.2% and 93.8% respectively for all
lines of source code. Testability has the lower results using code
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snippets and all lines. Fig. 10 presents the average overall FðMaÞ
1

using 20 new datasets. The average overall FðMaÞ
1 for readability,

security, and testability is 92%,93%, and 93% respectively for num-
ber of code snippets, 93.3%, 94.3% and 92.9 % respectively for all
lines of source code. The results indicate that using all lines high-
lights features more clearly.

4.9. Comparison with different transform methods

Tables 12–14 compare the proposed model (LDA-CNN) with
two different transform models (i.e., B-LSTM and TRANS-BLSTM).
The results show the average F1 for readability, security and testa-
bility in Tables 12–14, respectively, using the testing subset data.
Table 11 displays the average overall F1 and Acc using the testing
subset data for the proposed LDA-CNN using 20 datasets for read-
ability, security and testability. As per the Table 11, the overall
average F1 are 93.3, 0.943 and 92.9, and the overall average Acc
are 91.6%, 91.1% and 90.9%, respectively for readability, security
Table 11
Overall LDA-CNN results for readability, security and testability using new 20 datasets.

Dataset Readability

F1 Acc F1

d1 0.889 0.924 0.94
d2 0.917 0.902 0.92
D3 0.921 0.918 0.96
D4 0.934 0.942 0.94
D5 0.929 0.911 0.88
D6 0.932 0.920 0.94
D7 0.910 0.905 0.95
D8 0.971 0.914 0.94
D9 0.946 0.916 0.93
D10 0.951 0.911 0.93
D11 0.952 0.927 0.94
D12 0.946 0.891 0.94
D13 0.947 0.925 0.96
D14 0.943 0.900 0.95
D15 0.921 0.920 0.96
D16 0.930 0.940 0.94
D17 0.924 0.910 0.92
D18 0.922 0.920 0.92
D19 0.944 0.925 0.95
D20 0.934 0.890 0.97

Table 12
Overall readability F-measure results with transformer models (B-LSTM and TRANS-BLSTM

Metric

Dataset B-LSTM TRANS-BLSTM

D1 0.78 0.74
D2 0.75 0.75
D3 0.72 0.76
D4 0.73 0.75
D5 0.73 0.81
D6 0.73 0.74
D7 0.71 0.76
D8 0.77 0.75
D9 0.75 0.74
D10 0.75 0.73
D11 0.75 0.74
D12 0.71 0.73
D13 0.75 0.75
D14 0.74 0.74
D15 0.72 0.76
D16 0.73 0.75
D17 0.72 0.73
D18 0.72 0.72
D19 0.74 0.76
D20 0.73 0.77

Overall 0.74 0.75
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and testability. Therefore, it can be claimed that the proposed
model LDA-CNN outperformed in all datasets comparing F1 and
Acc values.
4.10. Statistical analysis (Wilcoxon’s rank-sum test)

To test the statistical difference between the competing algo-
rithms, the Wilcoxon rank-sum, a non-parametric statistical test,
was conducted at a 0:05 significance and its obtained results are
presented in Tables 15–17 for average F-measure results. It is clear
from Tables 15–17 that, the proposed LDA-CNN is statistically bet-
ter than RF, SVM, CNN, LDA-RF, and LDA-SVM, while there is no
statistically significant difference with RF, SVM, CNN, LDA-RF,
and LDA-SVM, but there is a bias towards LDA-CNN as its Rþ is
always greater than R�. Finally, from this experiment, it can be
concluded that the proposed LDA-CNN is the best for all perfor-
mance measures (i.e., Readability, Security, and Testability).
Security Testability

F1 Acc F1

2 0.904 0.950 0.913
0 0.912 0.930 0.922
2 0.918 0.940 0.938
6 0.922 0.910 0.912
7 0.891 0.900 0.901
2 0.910 0.880 0.900
5 0.905 0.930 0.890
7 0.904 0.950 0.904
7 0.893 0.900 0.904
0 0.901 0.910 0.881
7 0.937 0.920 0.907
0 0.911 0.910 0.923
3 0.905 0.940 0.911
0 0.921 0.931 0.907
2 0.910 0.962 0.910
6 0.920 0.926 0.933
9 0.930 0.942 0.905
1 0.910 0.955 0.914
5 0.903 0.947 0.904
1 0.912 0.937 0.907

).

readability

Dataset B-LSTM TRANS-BLSTM

DBuse 0.75 0.77
DDorn 0.73 0.74

DScalabrino 0.65 0.68
DHyperSQL 0.74 0.74
DHibernate 0.70 0.71
DJetry 0.66 0.66
DJUmi 0.75 0.76
DMaven 0.75 0.77
DQuartz 0.72 0.78
DSpring 0.73 0.75
DLog4 0.75 0.78
DStruts 0.73 0.78

0.75 0.76



Table 13
Overall security F-measure results with transformer models (B-LSTM and TRANS-BLSTM).

Metric Security

Dataset B-LSTM TRANS-BLSTM Dataset B-LSTM TRANS-BLSTM

D1 0.75 0.76 DBuse 0.74 0.77
D2 0.74 0.75 DDorn 0.73 0.75
D3 0.80 0.82 DScalabrino 0.75 0.77
D4 0.71 0.73 DHyperSQL 0.77 0.75
D5 0.70 0.73 DHibernate 0.77 0.77
D6 0.88 0.73 DJetry 0.75 0.78
D7 0.73 0.71 DJUmi 0.76 0.75
D8 0.75 0.77 DMaven 0.73 0.76
D9 0.70 0.75 DQuartz 0.72 0.74
D10 0.71 0.75 DSpring 0.73 0.75
D11 0.72 0.75 DLog4 0.75 0.74
D12 0.71 0.78 DStruts 0.73 0.73
D13 0.74 0.77
D14 0.73 0.74
D15 0.76 0.72
D16 0.73 0.73
D17 0.74 0.72
D18 0.76 0.72
D19 0.75 0.74
D20 0.74 0.73

Overall 0.72 0.73 0.72 0.73

Table 14
Overall testability F-measure results with transformer models (B-LSTM and TRANS-BLSTM).

Metric Testability

Dataset B-LSTM TRANS-BLSTM Dataset B-LSTM TRANS-BLSTM

D1 0.74 0.72 DBuse 0.78 0.80
D2 0.74 0.77 DDorn 0.76 0.79
D3 0.76 0.80 DScalabrino 0.80 0.82
D4 0.75 0.71 DHyperSQL 0.74 0.75
D5 0.79 0.70 DHibernate 0.72 0.78
D6 0.74 0.88 DJetry 0.74 0.76
D7 0.76 0.73 DJUmi 0.73 0.77
D8 0.75 0.75 DMaven 0.75 0.75
D9 0.74 0.70 DQuartz 0.76 0.76
D10 0.73 0.71 DSpring 0.75 0.75
D11 0.75 0.72 DLog4 0.75 0.77
D12 0.74 0.71 DStruts 0.73 0.74
D13 0.76 0.74
D14 0.75 0.73
D15 0.76 0.76
D16 0.75 0.73
D17 0.73 0.74
D18 0.72 0.76
D19 0.76 0.75
D20 0.77 0.74

Overall 0.74 0.76 0.73 0.77

Table 15
Results obtained by the Wilcoxon test for LDA-CNN and other algorithms for readability.

Algorithms Rþ R� P-value

LDA-CNN vs. RF 528.0 0.0 4.656E-10
LDA-CNN vs. SVM 528.0 0.0 4.656E-10
LDA-CNN vs. CNN 528.0 0.0 4.656E-10

LDA-CNN vs. LDA-RF 528.0 0.0 4.656E-10
LDA-CNN vs. LDA-SVM 528.0 0.0 4.656E-10
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5. Managerial implication

Building a CQ prediction model has long attracted significant
research in many disciplines. The present study uses different
types of datasets since the prospects of these data can reverberate
various features connected with the source code and CQ. The
results shown in Tables 2–4 and Fig. 5, Fig. 6 and Fig. 7 demon-
17
strate that the LDA with CNN model achieves better results than
the RF and SVM models, particularly in classifying CQ. Extracting
topics using LDA allows sets of observations to be explained and
applying these input data to the CNN model establishes general
purpose features between input and output data. Writing software
with high quality has several benefits including: easy to maintain,
easy to read, easy to understand, clean and reusable code. Using to



Table 16
Results obtained by the Wilcoxon test for LDA-CNN and other algorithms for security.

Algorithms Rþ R� P-value

LDA-CNN vs. RF 528.0 0.0 4.656E-10
LDA-CNN vs. SVM 528.0 0.0 4.656E-10
LDA-CNN vs. CNN 528.0 0.0 4.656E-10

LDA-CNN vs. LDA-RF 528.0 0.0 4.656E-10
LDA-CNN vs. LDA-SVM 528.0 0.0 4.656E-10

Table 17
Results obtained by the Wilcoxon test for LDA-CNN and other algorithms for testability.

Algorithms Rþ R� P-value

LDA-CNN vs. RF 528.0 0.0 4.656E-10
LDA-CNN vs. SVM 528.0 0.0 4.656E-10
LDA-CNN vs. CNN 528.0 0.0 4.656E-10

LDA-CNN vs. LDA-RF 496.0 0.0 9.314E-10
LDA-CNN vs. LDA-SVM 528.0 0.0 4.656E-10
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the proposed model, users can check CQ with high Accuracy to pro-
duce high quality and Accurate software programs. Because of its
enormous impact on SQ assurance, the prediction of fault-prone
modules continues to attract interest. One of the most important
goals of such techniques is to accurately predict which modules
are most likely to have defects that appear as early as possible in
the development life cycle. Design, code, and, more recently,
requirements metrics have been successful in forecasting fault-
prone modules.

6. Discussion

The LDA-CNN model was proposed to predict CQ with high
accuracy by using three attributes (e.g., readability, security and
testability). We tested our model with RF and SVM techniques
and two transformer models, B-LSTM and TRANSB-LSTM. Accord-
ing to the results of the experiment, the LDA-CNN model outper-
formed the other competing algorithms. The LDA-CNN
demonstrated a better exploration capability than its counterparts,
supported by the following underlying implications:

� Log entropy was used in the preprocessing phase to equalize the
impact of word frequencies in the source code. It extracted the
most relevant data terms and calculated the average informa-
tion from the three attributes (e.g., readability, security and
testability).
� The topic model was used to extract semantic topic information
from the data that had been preprocessed. Each dataset in a
given corpus was assumed to be a distribution of different
topics, with each topic defined by a word distribution.
� Two well-known classifiers, RF and SVM, were applied to com-
pare the robustness of the proposed LDA-CNN model in solving
CQ problems using competitive 32 datasets. The classification
performance was evaluated using 10-fold cross-validation. For
RF, SVM, CNN, LDA-RF, LDA-SVM, and LDA-CNN, the FMa

1 for
readability were 0.60, 0.65, 0.66, 0.71, 0.83, and 0.94, respec-
tively. For RF, SVM, CNN, LDA-RF, LDA-SVM, and LDA-CNN,
the FMa

1 for security were 60%, 67%, 77%, 71%, 76%, and 94%, Con-
secutively, and testability were 72%, 76%, 81%, 83%,86%, and 93%
for RF, SVM, CNN, LDA-RF, LDA-SVM, and LDA-CNN,
respectively.
� We compared the proposed LDA-CNN model to transform mod-
els (e.g., BLSTM and TRANSBLSTM); that treat words and code
lines directly without prior preparation. The FMa

1 for the read-
ability features of BLSTM and TRANSBLSTM were 0.74 and
18
0.75, respectively. The FMa
1 values for security attributes were

72% and 73%, respectively, and 74% and 76% for testability.
Our model outperformed, according to the results.
� Finally, from Wilcoxon’s non-parametric statistical test
(a=0.05), because there is a statistically significant difference
between the other methods and the proposed LDA CNN, it can
be concluded that the proposed LDA-CNN is the best one for
all performance measures (readability, security, and testability).

7. Conclusion and Future Work

The goal of this study was to offer a trustworthy CQ model that
could be utilised to improve software programming quality, avoid
defects from previous research, and increase the prediction accu-
racy. The proposed LDA-CNN model was used to optimise the topic
model and hyperparameter values, recognise their impact on the
search process, and automatically determine the best LDA-CNN
structure for the input data. The proposed model consists of four
main components; data preprocessing, LDA as a topic model, then
CNN as a DL-based model in the training and testing phase. The
proposedmodel’s performance is evaluated using 32 datasets gath-
ered from different fields. Three performance measures (i.e., Read-
ability, Security, and Testability) and two machine learning (ML)
techniques (i.e., Support Vector Machine (SVM) and Random Forest
are considered to validate the proposed model). The performance
of the LDA-CNN model was evaluated using various evaluation
metrics (precision, recall, F1-measure, accuracy, and overall score).
For all of the datasets, the results showed that LDA-CNN produced
the best prediction results. The results of CNN-LDA with the two
classifiers was highly clear against counterparts across the great
majority of the examined datasets, according to Wilcoxon’s non-
parametric statistical test (a=0.05). The average overall F1-
measure is 94%. In the future, Surrogate-assisted models will be
investigated to avoid flaws in prediction models. Practitioners are
still unsure about what they should do to lower the risk of faults,
as well as what the risk threshold for each measure should be. A
lack of actionable instruction and associated risk threshold may
result in insufficient planning processes.
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